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OIIPEJEJIEHUA

B HACTOSIIEM JOKYMEHTE HCTIOJIB3YIOTCS CIIEAYIONIME TEPMHUHBI i MX OTPECIICHHI.

ABTOMATH3MPOBAHHAS CHCTEMA — CHCTEMa, COCTOSINAs M3 TEpCoHald H KOMILIEKCa
CpE/ICTB ABTOMATH3AIAH €ro JCATENbHOCTH, peau3yromast AHPOPMAIIAOHHYIO TEXHOJIOTHIO
BBHIIOJHEHAS YCTAHOBJICHHBIX (yHKIIIH. '

AyTenTHGUKALMS OTHPABATENS JAHHBIX — TOXTBEPKACHHUC TOTO, YTO OTIIPaBHTEINb
TI0JIy9eHHBIX JAHHBIX COOTBETCTBYET 3aSBICHHOMY.

Be30macHOCTh MEPCOHAILHBIX JAHHBIX — COCTOSHHMC 3aIHIICHHOCTH NepCOHATBHBIX
JAHHBIX, XapaKTepu3yeMoe  CIIOCOOHOCTEHIO Hmoip30BaTeNiel, TEXHHYECKMX  CpeACTB H
AHMOPMAIMOHHBIX TEXHOJIOTHH 00ecreduTh KOH(MH/IEHIIAAIFHOCTD, IENOCTHOCTh U JIOCTYIHOCTH
TIepCOHANBHBIX NAHHEIX IPH MX 00paboTKe B HH(OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX NaHHBIX.

BuoMerpHuecKne IEPCOHATbHbIE JAHHbIE — CBEJCHUA, KOTOPRIC XapaKTepHU3yIOT
u3HoNOrMYecKHe OCOOEHHOCTH deNoBeka M Ha OCHOBC KOTOPHIX MOXXHO YCTaQHOBHTBL €TO
JIMYHOCTH, BKMO4as (ororpaguu, OTIECYATKH MAIBLEB, 06pa3 ceT4aTKH Ilia3a, OCOOCHHOCTH
CTPOEHHS TeJa B APYTYIO MOJ00HYI0 uH(OpMAaHIO.

BJOKHpOBAaHHE  MEPCOHAIBHBIX  JAHHBIX —  BPCMCHHOC npekpamenae  coopa,
CHCTEMATH3AIUH, HAKOIUICHHS, MCIIOB30BaHMs, PACIIPOCTPAHCHNIS, EPCOHANBHEIX JIAHHBIX, B TOM
qucIIe X Iepeaydd.

Bupyc (KoMNbLIOTEPHBbIH, IPOrpaMMHuBbIii) — HCTIONHSIEMbIH [IPOrpaMMHBIA KOJ HIIH
MHTEPIpETHPyEMblii HAa0Op HMHCTPYKIHH, obnajaromuyii CBOWCTBAMH HECAHKIMOHHPOBAHHOIO
PAcCIpOCTPaHEHHs M CaMOBOCHPOHM3BEIICHHS. CosjaHHble AyOIHKaThl KOMIIBIOTCPHOIO BHpyca HE
BCEr/la COBMA/IAIOT C OPUTHHAIIOM, HO COXPaHsIOT CIIOCOOHOCTH K JabHEHIeMy pacipoCTPaHCHUIO
U CaMOBOCIIPOU3BEIECHHIO.

BpenoHocHasi NporpaMma— IPOTpamMMa, —IPEIHASHAUCHHA UIL  OCYIIECTBJICHHS
HECAHKIMOHMPOBAHHOTO JOCTYNa M (WJM) BO3IEHCTBAS HA ICPCOHAIILHBIC JAHHBIE WM PECYPCHI
MH(POPMAIOHHON CHCTEMBI IEPCOHANBHBIX JAHHDIX.

BenmomoraTebHbie TeXHHYECKHe CPeACTBA M CHCTEMBI — TEXHHYCCKHE CPEACTBA M
CHCTEMBI, He NpeqHa3sHaYeHHBIC UL NEpeadu, 06paboTKA ¥ XpaHEHHS NEPCOHATBHBIX JAHHBIX,
YCTAHABJIMBAEMBIE COBMECTHO C TEXHMYECKHMH CPE/ICTBAMH 1 cHCTEMaMH, IpeTHa3HaYeHHBIMH JIs
06paboTKy IIePCOHATBHBIX NAHHBIX MM B MOMCIICHIX, B KOTOpBIX YCTAHOBJIECHBE! MH(pOPMAITHOHHbIC
CHCTEMBI IEPCOHATBHBIX JIaHHBIX.

JlocTyn B ONEPALMOHHYIO CpeAy KOMILIOTEPa (uadOpPMANMOHHON  CHCTEMBI
I1epCOHATBHBIX JAHHBIX) — TOMYYCHHE BOMOXHOCTH 3allycka Ha BBIIOJIHEHNE INTATHBIX KOMAHT,
yHKIMi, TPOLENYp ONEPALFIOHHOM CHCTEMBI (YHHMUTOXKEHMS, KOMMPOBAHMS, TEPEMCIICHUT H T.IL),
HCTONHSIEMBIX (DAiJIOB IPHKIIATHBIX IPOrPaMM.

JocTyn K uHGpoOpManuu — BOSMOXHOCTD IOy ICHAA MHPOPMAIH H €€ UCIIOIb30BAHHS.

3aK/Ia04YH0e yCTPOCTBO — JJIEMEHT CPEICTBa CheMa yH(bOpMAI|K, CKPBITHO BHEJPSEMBIH
(3AKIATBIBAEMBII WM BHOCHMBII) B MECTa BO3MOXHOIO ChEMa MHPOPMAIUH (B TOM YHCIIE B OTPKICHHE,
KOHCTPYKIIHIO, 00OYIOBaHHE, NPEIMETHI HHTEPHEpa, TPAHCIIOPTHEIC CpPEJICTBA, a TAKKe B TEXHHIECKHC
CpeJICTBa U CHCTEMBI 06pabOTKH uH(OpMALUH).

Jamummaemas uHpopManus — HHpoOpMAIS, ABISIOME@ICA TPEMETOM COOCTBEHHOCTH U
[O/pIeKAINast 3AIETe B COOTBETCTBHM C TPEOOBAHHMSME IPABOBBIX JOKyMEHTOB HITH TPeOOBAHHAMH,
yCTAHABIABACMBIME COOCTBECHHUKOM nAH(pOpPMALIVH.

WpenTndHMKanusi — IPUCBOCHHE CyOBEKTaM H 0OBEKTAaM JIOCTyIa HICHTH(HKATOpa H ()
CpaBHEHHE MPE/IBBISIEMOTO HICHTH(HKATOPa C [IEpEHEM IIPECBOEHHBIX HICHTH(UKATOPOB.

WnpopMaTHBHBIH CHIHAJ — DIICKTPHYICCKUC CATHATIBL, aKyCTHYECKHE, SJIEKTPOMArHUTHBIC
ApyrHe QuzMdeckue TONs, [0 TapaMerpaM KOTOPbIX MOXCT ObITh  PacKpbITa KOH(HICHIHATLHAS
yapopMarys (IIEPCOHATBHBIC JaHHBle) oOpabarhBacMasl B MH(OPMAIMOHHON CHCTEME IEPCOHATBHBIX
JIAHHBIX.

HudopmannoHHasi cHCTeMa NEPCOHAIBHBIX JaHHBIX (MCIJn) — uapOpMaIMOHHA
cHCTeMa, IIPEJICTABIISIOmas co0oi COBOKYITHOCT TIEPCOHANBHBIX JAHHBIX, cozepxaruxcs B 6ase
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JAHHBIX, @ TaKkKe HMHQOPMAIMOHHBIX TEXHOJIOTMH H TEXHMYCCKHX CPE/ICTB, TI03BOJISIOIIUX
OCyIIECTBIATE O0paGOTKYy —TaKMX MEPCOHAIBHBIX —JAHHBIX € HCIIOJIL30BAHAEM  CPEJICTB
aBTOMATH3AIMA WX O€3 MCIIOJIb30BAHUS TaKUX CPEICTB.

NudopManuoHHbie TEXHOJOIHH — TPOIECCHL, MCTO/BI MOHCKA, cbopa, xpaHeHus, 00paboTKy,
IPENOCTABNIEHHs], PACIIPOCTPAHeHKst MHpOpMAyH A CII0COOBI OCYIIECTBICHHSA TaKMX IPOLECCOB U
METOJIOB.

Mcno/ib30BaHHE MEPCOHAJIBHBIX JAHHBIX — ICHCTBHA (omepamuy) C TEPCOHATHHBIMH
JIaHHBIMHA, COBEpIIAEMbIe OINEPaTopoM B MHEAX NPHHSITHSA pelieHri MIIM COBEPIICHHS HHBIX
JEHCTBH, TOPOXKIAOIIMX IOPHIMIECKHE MOCIENCTBUS B OTHOMICHAM cyOBeKTa MEepCOHATbHBIX
JAHHBIX WIA JAPYTUX JHAL OO MHBIM 00pasoM 3aTparvBalOlMX [paBa M cBOOOMBI CyOBEKTA
NEePCOHATBHBIX JAHHBIX MMM JAPYTHX JIAIL.

MCTOYHHUK Yrpo3bl 6e30macHocTH HHpopMAHH — CYOBEKT JIOCTYIIa, MaTepUabHbBIH 00BEKT
YA (PH3HYECKOE SIBIECHHE, SRISFONIMECs IPHIMHOH BOSHAKHOBEHHSA YT PO3BI 6e30macHOCTH HHPOPMAIUH.

Konrposupyemasi 30Ha — TIPOCTPaHCTBO (TeppuTOpHsl, 3[AHAE, YACTh 3[AHMAS, MOMEIIICHHE), B
KOTOPOM HCKIFOYEHO HEKOHTPOIMPYeMOe NPeOBIBAHUE TOCTOPOHHMX JIALL, & TAKOKE TPAHCIOPTHBIX,
TEXHAYECKHX ¥ HHBIX MaTePHAILHBIX CPEIICTB.

KoHduaeHuuaabHOCTh NEPCOHANBHBIX  aHHBIX — obOsBaTebHOe  UIL  COOMIONCHIA
OIIEPATOPOM FUTH MHBIM TIONYSHBIIAM AOCTYII K EPCOHAIBHBIM JAHHBIM JIIIOM TpeGOBaHKE HE JOITyCKaTh
MX pachpocTpaHeHHe Oe3 coryacusi CyOBEKTa TEPCOHAIBHBIX NAHHBIX W HATMYHs HHOTO 3aKOHHOTO
OCHOBAHHSL.

MeskceTeBoii IKpaH — JOKATHHOE (OIHOKOMIIOHCHTHOE) HIIH (yHKIHOHATBHO-PACIIPETICTICHHOS
TporpamMMHOe (IPOrPaMMHO-ITIAPATHOE) CPETICTBO (KOMIUIEKC), peanu3yiomiee KOHTPOIIb 3a uHpopMaLWeH,
HoCTynaiomelt B MHGOPMAIMOHHYIO CHCTEMY NEPCOHATBHBIX JAHHBIX M (wm) BBIXO#ANIEH W3
HH(POPMAIMOHHOW CHCTEMBIL.

HapymuTess (e30macHOCTH MEPCOHATBHBIX MAHHBIX — uzrUecKoe MO, CIyYaiHO A
Ipe/HAMEPEHHO COBCPIIAIONIee JIHCTBHS, CIIENICTBHCM  KOTOPBIX  SIBIACTCH HapyIieHHe 0Oe30MacHOCTH
IEPCOHANTGHBIX JAHHBIX HpPH WX 00pabOTKE TEXHMYECKHMH CPEJICTBAMH B MH(OPMAIFIOHHBIX CHCTEMAaX
IIEPCOHATBHBIX JAHHBIX.

HeasToMaTH3upoBanHass  00pa0oTka  NEPCOHAIBHBIX  JAHHBIX — obpaboTka
IEPCOHANBHBIX JIAHHBIX, COACPXKAIMXCS B HH(OPMAIMOHHOM CHCTEME IEPCOHANBHBIX JAHHBIX
16O M3BJEYCHHBIX W3 TAKOW CHCTEMBI, CYMTACTCS OCYIIECTBICHHOM 0€3 HCIOIB30BaHUs CPEACTE
aBTOMATH3auH (HEABTOMATH3UPOBAHHOI), ECIA TaKHe JEHCTBUS C IIEPCOHATBLHBIMH JIAHHBIMH, KaK
HCIIONB30BAHME, YTOYHEHHE, DPACHPOCTPAHEHHE, YHHYTOXKEHAC MEPCOHAIBHBIX JaHHBIX B
OTHOMEHWH KAXKIOTO W3 CyOBEKTOB MEPCOHANBHBIX ~ NAHHBIX, —OCYIICCTBILIIOTCH npu
HEINOCPEICTBEHHOM y4aCTHH YENIOBEKA.

Henexk1apupoBaHHbIE — BO3MOKHOCTH — (yHKIMOHAIBHEIE ~ BO3MOXHOCTH  CPE/ICTB
BENHC/MTEHHOM TEXHUKY, HE ONICAHHBIE MM HE COOTBETCTBYIOLIC ONUCAHHBIM B JOKyMEHTAIRIH, 110)%
JCIIOJIE30BAHMM KOTOPHIX BO3MOXKHO HapyIleHue KOHQHICHIMATBHOCTH, I0CTYIHOCTA M LETIOCTHOCTH
o6pabarbBaeMOi HHpOpMAIIUH.

HecaHKIMOHHPOBAHHBINA X0cTyn (HECAHKIHOHAPOBAHHDIE neicTBHs) — JIOCTYIl K
pHGOPMAIME WM JeHCTBHA C HH(OpMAIEH, HapyINArolye paBiia pasrpaHiueHus JI0CTynma ¢
HCIIONB30BAHMEM  INTATHBIX  CPEICTB,  IPEJOCTaBIISEMbIX MHQOPMAMOHHBIMA  CHCTEMaMH
NEPCOHANBHBIX JAHHbIX.

Hocurens unadopmamun — (QuU3AIecKkoe JHMIO0 WK MaTepUaBHBIA OOBEKT, B TOM YHCIC
(hrHHecKoe T0J1e, B KOTOPOM MH(OPMAIHst HAXOIUT CBOC OTPKCHHC B BHJIE CHMBOJIOB, 00pa30B, CHTHAIIOB,
TEXHIYECKHX PELIEHUH 1 IIPOIECCOB, KOJMYECTBEHHBIX XapaKTCPUCTHK (u3MIECKUX BETHIMH.

OGe3IMUMBAHME IEPCOHAIBLHBIX JAHHBIX — JICHCTBHA, B  pe3yJbTare KOTOPBIX
HEBO3MOYKHO OIPEJENHTh NPHHAIEKHOCTh NEPCOHANBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
NEePCOHANIBHBIX JAHHbIX.

O06pa6oTKa MepCOHANbHBIX AAHHBIX — neiicTBrs (OIEparyy) ¢ IEpPCOHATBHBIMK JIAHHBIMH,
BKIOUAs COOp, CHCTEMATH3ALMIO, HAKOIUICHHE, XPAHCHHE, YTOTHCHUC (oGHOBJIEHHE, H3MEHEHHE),
HCTIOJIE30BaHAE, PAcTpOCTpaHeHue (B TOM  HHCIE nepegady), 00C3IYMBAHNE, ONOKMPOBAHHUC,
YHMUTOEHHE IIEPCOHATBHBIX TAHHBIX.



O6meI0CTyHbIE  NEePCOHATbHbIE  JAHHBIC —  TIEPCOHAIBHEIC  JIAHHBIC, JIOCTYII
HEOrPAHMYEHHOrO Kpyra JIHI[ K KOTOPBIM MPENOCTABICH € COITIAacHsi cyObeKTa IepCOHANBHBIX
JAHHBIX MM Ha KOTOpble B COOTBETCTBHH C (he/epalbHBIMA 3aKOHAMH HE PacmpoCTPaHsIETCs
TpeboBaHHE COOIIONCHNA KOH(HICHINAIEHOCTH.

OnepaTtop (IEePCOHAIBHBIX AAHHBIX) — TOCYapPCTBEHHBI OpraH, MyHALMIANLHbIA OpraH,
JOPHJIMYECKOe MM (u3MyecKoe JIMIO, OpraHusyiomiee M (wm) ocymecTBisHOmee  0GPabOTKY
IEPCOHATHHEIX JAHHBIX, a TAIOKS ONPEICISIONIMe NETH M CONCPMAHe 00paboTKH NEPCOHATBHBIX
JTaHHBIX.

TexHu4ecKHe CPEACTBA MHPOPMAIHOHHOH CHCTEMBI NEPCOHATLHBIX TAHHBIX — cpencTea
BEMHCATENBHOM TEXHUKY, ME(OPMAIOHHO-BBIMIC/HTENBHBIE KOMIUIEKCE! U CETH, CPE/ICTBA 1 CHCTCMPI
nepefaun, mpuema H obpaborxu I1ln (cpeicTB2 W CHCTEMBI 3BYKO3AIUCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEICHHS, TIEPETOBOPHBIC M TEICBH3NOHHBIC YCTPOMCTBA, CPEZICTBA M3TOTORIICHHUS, THPAKHPO-
BAHMA JIOKYMEHTOB H JIPYTHE TEXHUYECKHE CPE/ICTBA 06pabOTKU pedeBOH, TpaduIeCKOH, BUIEO- X OyKBEHHO-
madypoBoit HH(MOPMAIH), IPOrPAMMHBIE CPEZCTBA (OTIEpaIMOHHBIE CHCTEMB, CHCTEMbI YIPABIICHAT Oazamu
JAHHBIX € T.IL.), CPEICTBA 3AIATH! HHPOPMAITHH, IPUMEHSICMBIC B HH(OPMAIFOHHBIX CHCTEMAX.

Iepexsat (nH$popManuu) — HEIPAaBOMEPHOE TOTYICHUC uH(GOpPMALHHK C UCIOJIB30BAHHEM
TEXHHUECKOTO CPECTBA, OCYIIECTRIISIONIEr0 00HAPYIKECHUE, [IPHEM H 06paboTKy HHYOPMATUBHBIX
CHTHAJIOB.

IlepconanbHbie JaHHbIe — J0Oas HHQOpPMAIHS, OTHOCAIIAACT K OmIpeneIeHHOMY HITH
ompeieNieMOMy Ha OCHOBAHHH TaKOH pH(popManEH $pu3HIecKoMy JHIy (CyOBEKTY IEpCOHATBHEIX
JIAHHBIX), B TOM YHCIE €0 GaMIIHs, HMs, OTYECTBO, TO/L, MECAI, 1aTa i MECTO POKIEHHS, aJpec,
ceMeifHOe, COIHAIIbHOE, HMYIIECTBEHHOE MOJIOXKEHHUE, obpasoBanue, mpodeccus, AOXOMBI, Apyras
uHpOpMaLHL.

Ilo6GouHbIe EKTPOMATHUTHbIE U3y eHNsl H HABOIKH — JJICKTPOMArHUTHBIC U3JTydCHHS
TEXHHUECKAX CPEICTB OOPabOTKH 3alIMIIacMOM nH(GOpMAaNiy, BO3HHKAIOMHKE Kak mo004YHOE
JBJICHHE W BEI3BAHHBIE SJEKTPHUYECKHUMH CHTHAIAMH, JEHCTBYIOIMMH B HX SJICKTPAYCCKHX H
MarHATHBIX IEMSX, a TaKkKe DJIEKTPOMAHMTHBIE HABOJKH OTHX CHIHAIIOB Ha TOKOIIPOBOJSIIINE
JIMHWM, KOHCTPYKIMH ¥ LEIH TUTaHU.

IMoMMTHKA «4YHCTOTO  CTOJA» — KOMIUICKC — OpraHn3alldOHHBIX MEpOTIPHSTHH,
KOHTPOJMPYIOIIMX OTCYTCTBHE 3alUCHIBAHUA HA GyMaKHble HOCHTENH KIOYed H aTpuOyTOB
nocTya (mapoieif) ¥ XpaHeHHs HX BOIH3H 00BEKTOB JIOCTYIIA.

Moab3oBaTesib HH(OPMAIMOHHOM  CHCTEMbI TNEPCOHAIBHBIX  AHHBIX — JHIIO,
yuyacTBytomee B ()yHKIMOHHPOBAHUH MH(OPMAIMOHHON CHCTEMbl IEPCOHATBHBIX JaHHBIX M
WCIIONB3YIOMIEE PE3yIbTaThl € HYHKIMOHAPOBAHU.

IIpaBmia pasrpaHMYeHHs J0CTYNA — COBOKYIHOCTD IpPaBHII, perjiaMeHTHPYIOIUX TIpaBa
JOCTyIIa CyOBEKTOB JOCTYNA K 00BEKTaM J0CTyIa.

IlporpamMMHasi 3aKJIaKA — KO IPOTPaMMBI, IIPEHAMEPCHHO BHECEHHBIN B IpOrpaMMy C
[eNbI0 OCYIIECTBHTh YTEUKy, H3MEHHUTD, GIOKHpOBATh, YHHYTOXHTH HMHQOPMAIMIO WK
YHHYTOXMTh H MOJUQHIMPOBATH MPOrpaMMHOC obecrieuenne HMH(GOPMAIMOHHOM CHCTEMBI
IEPCOHANBHEIX JaHHBIX ¥ (WJIK) OJIOKMPOBATE allapaTHBIC CpezcTBa.

IIporpamMmmHuoe (IpOrpaMMHO-MATEMATHYECKOE) Bo3/eiicTBHE — HECAHKIIHOHUPOBAHHOC
BO3/IEHCTBAE HA PecypChl aBTOMATH3MPOBAHHOH HHGPOPMAIMOHHON CHCTEMBI, OCYIIECTBILIEMOC C
HCIIOIG30BaHMEM BPEIOHOCHBIX IIPOTPaAMM.

PacKpbiTHE TEPCOHAIBHBIX JAAHHBIX — YMBIIUICHHOS  HITH cly4aifHOe HapyIICHHE
KOH(HIEHMATFHOCTH IIEPCOHATBHBIX TAHHBIX.

PacnpocTpaHeHHEe INEPCOHATLHBIX TaHHBIX — JIeCTBUS, HAMpPaBJICHHBIC HA IEPEAATy
IIePCOHABHBIX JAHHBIX ONPEEICHHOMY KpYTy JIAM (mepemada NepCOHATBHBIX JIAHHBIX) WK Ha
O3HAKOMJICHHE C TEpPCOHATBHHIME JAHHBIMA HEOTPaHMYEHHOro Kpyra JHi, B TOM YHCIIE
0GHapOIOBaHKE NEPCOHAIBHBIX JAHHBIX B CPEICTBAX MaccoBoil HMH(OpMaluH, pasMEIICHHE B
HH(POPMAIMOHHO-TENEKOMMYHHKAIMOHHBIX CETAX WA IIpeNoCTaBICHAE JOCTYIA K IIEPCOHATBHBIM
JAHHBIM KAaKAM-JTH00 HHBIM CIIOCOOOM.

Pecypc nHdopMaIMOHHOI CHCTEMBI — HMMEHOBAHHBIH IEMEHT CHCTEMHOTO, IPUKIIaTHOTO

FJIM anmapaTHoro obecnedenus GyHKIIMOHNPOBAHMSA HH(pOPMAIHOHHON CHCTEMBL.
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CnenuajbHbIe KATErOPHH  IEPCOHANBLHBIX  JAHHBIX — HepcoHaNbHBIE  JIAHHBIE,
KACAIOTHECS PAcOBOH, HAMOHATBHOH MPHHAIUIEXHOCTH, MOTHTHICCKIX B3MISANOB, PEMTHO3HBIX
i punocodekux yoexIeHuit, COCTOSHUS 3/0pOBbS 1 MHTUMHOM XM3HH CyOBEKTa IIePCOHAIBHBIX
JTAHHBIX.

CpeacTBa BHLIYHCIMTENbHOM TEXHHKH — COBOKYIHOCTH IPOrPaMMHBIX M TEXHHYECKAX
IEMEHTOB CHCTEM 00PabOTKH AHHBIX, CIIOCOOHBIX (YHKIOHUPOBATH CaMOCTOSTEIFHO HIIM B COCTaBe
JAPYTUX CHCTEM.

Cy6bexT poctyna (Cy0bexT)— JIMIO WM IPOLECC, JIEACTBHS. KOTOPOIO PErIaMEHTHPYIOTCA
NpaBAJIaMH Pa3rPaHIICHHA OCTYTIA.

Texauuecknii KaHajg yTedkH HH(MOPMAMH — COBOKYIHOCTH HOCHTEIA uH(popMaLmI
(cpezcTBa 0OpabOTKH), (QHU3MICCKOH CPE/EL pacIpocTpaHeHus WHQOPMATHBHOTO CHIHATA M CpEICTB,
KOTOPBIMHE JOOBIBAETCS 3alTHIIaeMast HHQOPMALHS.

TpaHcrpanA4YHas Nepefaia NepcoHaIbHLIX JaHHBIX — epesiada NePCOHANBHBIX JaHHBIX
omeparopoM depe3 ['0CYIapCTBEHHYIO TIpaHHUILy Poccmiickoit PDemepanuu OpraHy BIacTH
MHOCTPAaHHOTO TOCY1apcTBa, PU3HIeCKOMY HIIH IOPHMIECKOMY JIUILy HHOCTPAHHOT'O TOCYAapCTBa.

Vrpo3bl $€30mMacHOCTH IEPCOHAILHBIX AAHHBIX — COBOKYIHOCTH yCIOBHE H (HaKTOpOB,
CO3/IAIONX OMNACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM HHCIIC CJIy4aifHOro, JIOCTyNa K IEPCOHATBHBIM
JIAHHEIM, Pe3yJBTATOM KOTOPOTO MOXET CTaTh YHHYTOXKCHHE, H3MCHCHMC, GJIOKHApOBaHUE, KOIUPOBAHHE,
PACIPOCTpaHEHAE NEPCOHAIBHBIX JIAHHBIX, & TAIOKE HHBIX HEeCAHKIFOHMPOBAHHBIX JICHCTBAN TP KX
06paboTKe B RH(OPMAITHOHHO} CHCTEME TIEPCOHATBHBIX IAHHBIX.

VHUYTOXKEHHE MepPCOHATBNBIX JAHHBIX — NEHCTBHS, B PE3YNBTATE KOTOPBIX HEBO3MOXKHO
BOCCTAHOBHTD COJIEPYKaHUE MEPCOHANBHBIX JIAHHBIX B MH(OPMAIMOHHOM CHCTEME NEPCOHAIBHBIX JAHHbIX
YA B Pe3yIETATE KOTOPBIX YHHITOXKAIOTCS MaTePUaNbHBIC HOCHTEII NEePCOHAIBHBIX JAHHBIX.

VYreuka (3ammummaemoil) HHGOPMANMH N0 TEXHHYECKUM KaHAIAM — HEKOHTPOJIMPYEMOE
pacTpocTpaHeHre HHPOPMAIK OT HOCHTET saqmaeMoil MH(opMarmy depe3 GUIHIEcKyro Cpenty MO
TEXHIUECKOTO CPEZICTBA, OCYIIECTRILIOMIEr0 IepexXBaT uHGOpMAaIHH.

Yupeskaenue — yIpexIeHHUs 3[paBOOXPAHCHUL, CoIMAaTbLHOM chepsl, TpyAa ¥ 3aHATOCTH.

VS3BHMOCTB — CA00CTH B CPE/ICTBAX 3AlITTEL, KOTOPYIO MOXHO HMCIOJB30BATS UL HapyIICHUS
CHCTEMB] HUIH COZiepYKaImeics: B Hel mHbOpMartim.

IlesocTHOCT HMH(OPMAIMH — CIIOCOGHOCTs  CPEJICTBA  BHIYHMCTHTCIBHON  TEXHUKH W
ABTOMATH3MPOBAHHOM CHCTEMBI 00CCTICYMBATH HCH3MCHHOCTD AH(OpPMAIH B YCIOBHSX CITyJaiHOro WM
TIpeTHAMEPEHHOTO HCKDKEHUS (paspy1ueHHs).



OBO3HAYEHMS 1 COKPATIIEHUS

ABC — anTHBHpYCHBIE CPEJICTBA

APM — aBTOMATH3UPOBAHHOE pabovee MeCTo

BTCC — BcrioMorarebHbIe TEXHHYECKIE CPE/ICTBA U CUCTEMBI
VCII/TH — nu}opMAIOHHAs CHCTEMA IEPCOHANBHBIX JIAHHBIX
K3 — xoHTpOIMpyeMas 30Ha

JIBC — nokanbHasi BEIYMCIIATENbHASA CCTh

MD — MeXCETEBOM 3KpaH

HCJI — HecaHKIMOHMPOBAHHBIH JIOCTYTl

OC — omeparoHHast CUCTEMA

I1]{1 — nepcoHaNBHBIC TAaHHbIC

TIMB — nporpaMMHO-MaTeMaTHIECKOC BO3JICHCTBHE

10 — nporpaMMHOE 00eCIeUeHHEe

[IPMUH — 10609HBIE /IEKTPOMArHATHBIC U3ITyICHIS ¥ HABOIKH
CA3 — cucTeMa aHaIHM3a 3alUIICHHOCTH

C3Y — cpejicTBa 3aIATHl HHGOPMAIIHH

C3I1/Ia — cuctema (IOJCHCTEMA) 3aIATHL [TEPCOHATHHBIX JIAHHBIX
COB — crcreMa 06HApYKEHHs BTOPKCHAH

TKYY — TexHrdecKie KaHaTbl yTedKd HHbOpMAITin

VBIIJIE — yrpo3s! 6e3011aCHOCTH IEPCOHABHBIX JIAHHBIX



BBEJIEHUE

Hacrosimas Konnenuus ssnsercs Konnenmueit nadopmannonHo# 6e30macHOCTH HHBOP-
MAaIMOHHBIX CHCTeM nepcoHabHBIX AaHHBIX I BOY BIIO «bpl'V» (manee — Yausepcurer).

Heobxomumocts paspaborku Konmemniuu o0ycloBlI€Ha CTPEMHUTEINBHBIM pPAaCIIMPEHHEM
cepbl MpIMEHEHH HOBEHITMX HH()OPMALMOHHBIX TEXHOJIOTHH 1 IPOLIECCOB B Y HUBEPCUTETE, IIPU
0o0paboTke nHGOopMaIK BooOIIIe, M IEPCOHATBHBIX JAHHBIX B YaCTHOCTH.

Hacrosimas KoHuenmus onpeenseT OCHOBHEIE IIEJIM U 3a7adl, a TaKKe OOILIYI0 CTPaTETHIO
IOCTPOEHHUS CHCTeMBbI 3amuThl nepcoHanpHBIX MaHHBX (C3I[1[1H) MCII[lH VYHuBepcuTeTa.
Konnemnmuss ompeaenser OCHOBHBIE TpeOoBaHHMS W 0a30BBIE NMOAXOIABI K HMX pealM3aldH, s
JOCTHXEHHUS TpeOyeMoro ypoBHs 0€301acHOCTH HH(OpPMALUH.

Konuemus paspabotaHa B COOTBETCTBHH C CHCTEMHBIM IOIXOJOM K OOECIIECYEHHIO
urpopmanmonnoit Ge3omacHocTH. CHCTEMHBIH HOIXOJ IpEAIoiaraeT IMPOBEJEHHE KOMIUIEKCa
MEDOIPHATHIA, BKJIFOYAIOIMX HCCIIENOBAHHE YIPO3 HHPOPMAIMOHHOM 6€30IIaCHOCTH H pa3paboTKy
cucTeMbI 3amuThl [1J[H, ¢ MO3MIIHH KOMIUIEKCHOTO IPAMEHEHUS TEXHUYECKUX M OPraHu3aIllMOHHBIX
MeEp ¥ CPEJICTB 3aIIUTEHL.

[Tox mapopMarmonHO# O6e3omacHOCThIO [I/IH MOHMMaeTCs 3aMMIIEHHOCTH NEPCOHATBHBIX
JIAHHBIX B oOpabaTeiBaromieil WX WHQPACTPYKTYpe OT JIOOBIX CIyJaWHBIX WM 3JI0HAMEPEHHBIX
BO3/ICHCTBHI, PE3y/IbTATOM KOTOPEIX MOXET SBHThCS HaHECEHHE ymepOa camoil HHpopManuu, ee
BrajenbiaMm (cyosekram I1JIH) wim wHpacTpykType. 3amadd MHGOPMAHMOHHOK 0€30I1aCHOCTH
CBOJATCA K MUHHMHM3aIMH yIIepba OT BO3MOXHOM peanm3anuy yrpo3 6ezonacHocts I1]1H, a Takxke
K IPOrHO3UPOBAHUIO U MPEIOTBPALICHUIO TAKHX BO3IECHCTBHH.

KoHmenmust CIy>XHT OCHOBOM Ui pa3pabOTKM KOMIUIEKCA OpraHM3alliOHHBIX ¢
TEXHHYECKHX Mep M0 obecrnedeHrui0 MHGOpManuoOHHOH Oe30acHOCTH YHHBEPCHTETa, a TaKKe
HOPMAaTHUBHBEIX M METOAMYECKHX JOKYMEHTOB, OOECIEUYMBAIOIIUX €€ pealu3alHio, U He
IpENNoJaracT MoAMEHBl QYHKIHM TOCYyJapCTBEHHBIX opraHoB BiacTH Poccuiickon ®enepanuw,
OTBEYalOIMUX 3a obecmedeHre Oe30mMacHOCTH WHGOPMAIMOHHBIX TEXHOJIOIMH U 3alluTy
AHGOpPMAIIHH.

KoHuenmus sBiseTcss METO0JIOIHYECKO OCHOBOM JJIA:

- GOpPMHpPOBaHMS H IPOBEICHNS €AMHOM OJMTHKY B 001acTH obecriedeHus G€30MacHOCTH
I11s 8 UCII/11 YHUBEpcHTETA;

- IPMHATHS YIPaBICHYSCKUX PEIICHUH U pa3paboTKH, NPAKTHYECKAX MEP MO BOILIOIIEHHIO
noauTuKy GesonacHocTH I1J[H ¥ BEIpabOTKH KOMIUIEKCA COrNIAaCOBAaHHBIX MEP HOPMaTHBHO-
IIPaBOBOT0, TEXHOJIOTUYECKOTO M OPraHU3allHOHHO-TEXHUYECKOTO XapaKkTepa, HallpaBJICHHBIX Ha
BBISIBJICHHE, OTPAXKEHHE M JIAKBHIALUIO TIOCIIECTBAN PeaIi3allii Pa3IiIHbX BUIOB yrpo3 [1/1H;

- pa3pabOTKH MpPeI0XKEHHUH 110 COBEPIICHCTBOBAHMIO TPABOBOr0, HOPMAaTHBHOTO, METOIH-
YeCKOro, TEXHUYECKOT0 M OpraHu3anuonHoro odecrnedenus 6esonacuocts I1/1n 8 UCTI/TH.

O6nacth npuMeHeHns: KoHIenmy pacpocTpaHsIeTcs Ha MoApa3IeIeHus, SKCIUTyaTuPYO-
mue TeXHudeckue u nporpammubie cpencrsa CIIJIH, B KOTOPBIX OCYINECTBIISIETCS aBTOMAaTH3UPO-
BanHas 06pa6oTka ITJ[H, a TakXKe OCYIIECTBISIONIIE COPOBOXKICHHE, O0CTyXKHBaHUE U ObecIede-
Hue HopMabHOTO (yHKImonuposanus UCIT/Ta.

[IpaBoBoii 6Gasoif i paspaGorku Hacrosmeir Kommenmmum ciyxar TpeGOBaHHS
JefcTByIomuX B PoccHMM 3aKOHONATENBHBIX M HOPMATHBHBIX JOKYMEHTOB IO OOECICYCHHIO
0e30macHOCTH MepCOHANBHBIX HaHHBIX ([1/1H).



1 O0mue no10KeHns

Hacrosimas Konuennus onpeziesieT OCHOBHbIC [IENH | 3aJ1a4H, a TAK)Ke OONIYI0 CTPaTeruio
IIOCTPOCHHS CHCTEMBI 3amuThl IepcoHanbHbIX JMaHHbX (C3I[1[In) UCII[lH VYuuBepcurera.
Konuermus onpenenser ocHOBHBIE TpeOOBaHHsS M 0a30Bble MOAXOMBI K HMX PEalHM3AIdM, IS
JOCTIDKEHHS TpeOyeMOoro ypoBHs 6€301acCHOCTH HH()OPMALUH.

C3II[Im npencraBmuseT co6OH  COBOKYIIHOCTh OPraHM3alMOHHBIX M TEXHHYECKHX
MeponpusTdit Uit 3am@rel IIJlH OT HEmpaBOMEPHOrO WM CIy9allHOrO JOCTYIla K HHM,
YHUYTOXCHHS, H3MEHEHH, OJIOKMPOBaHMS, KOMMPOBAHUS, pacrpocTpanenus [1/[H, a TakKe HHBIX
HEMPaBOMEPHBIX NEUCTBUI C HUMH.

be3zonacHocTh IEPCOHANBHBIX  JAHHBIX  JOCTHTAETCS OyTeM  HCKIIOYCHHS
HECaHKIIMOHHPOBAHHOIO, B TOM YHCJE CIYy4alHOro, JOCTyla K TIEPCOHAIBHBIM JaHHBIM,
pe3yIbTaTOM KOTOPOrO MOXET CTaTh YHHYTOXXCHHE, H3MEHEHHE, OJIOKAPOBAHHE, KOIUPOBAHHE,
pacupocTpaHEHHE IEPCOHAIBHBIX JAHHBIX, a TAIOKE HHBIX HECAHKIIHOHUPOBAHHBIX JAEHCTBUIA.

Crpyxtypa, coctaB u ocHoBHbe (yHkmuu C3II[IH ompenensioTcs HCXoAsd M3 Kiacca
UCITa. C3II[lE BKIOYaeT OpraHW3alHOHHBIE MEPHl M TEXHMYECKHE CpEJCTBA 3all[UTHI
uHpopMarmk (B TOM uHCIe MMHE(pPOBATIbHEIE (KPHITOrpaQUUYECKUE) CpENCTBA, CPEACTBA
IPENOTBPAINCHHS HECAaHKIMOHMPOBAHHOIO JIOCTYNA, YTEYKH HHGOpMAIMHM 110 TEXHHYECKHAM
KaHajiaM, IpOrpaMMHO-TEXHHYECKUX BO3ICHCTBHH Ha TEXHHYECKHe cpenctBa obpaborku I1]1u), a
TAaKXKe UCIOJIb3yeMble B HHQOPMAIMOHHOM CHCTEME HH(POPMAIHOHHEIE TEXHOJIOTHH.

OTH MephI IPA3BaHbI 00ECIICUUTh:

KoH(puAeHIHaNBLHOCTE HHYOpManuH (3aIuTa OT HECAHKIIHOHHPOBAHHOTO O3HAKOMIIEHHS);

LEeJ0CTHOCTDL HHGOPMAIHH (aKTYaTBHOCTh ¥ HEMPOTHBOPEYMBOCTH HH(OPMAIIHH, €€ 3a-
IIUINEHHOCTD OT Pa3pyIIeHUs 1 HECAHKIIMOHUPOBAHHOTO H3MEHEHHS);

AOCTYNHOCTh HHPOpMaLUH (BO3MOXXHOCTD 32 IPUEMIIEMOE BPEMS MOJIYYUTH TPEOYEMYIO
HH()OPMaAMOHHYIO YCIIYTY).

Cramguu co3panus C3I1/In BKIXO4aroT:

- IPEANPOEKTHAs CTaaus, BKIIoYaromas npeanpoektaoe oobcnenosanue UCII/H, paspaboT-
Ky TEXHHYECKOTO 3aJJaHUS Ha €€ CO3JaHHUE;

- CTajiusl IPOEKTHPOBaHHUs (pa3paboTku npoekToB) u peanmusanuu VCII/IH, BKirowaromas
paspaborky C3I1/1u B coctaBe UCII/IH;

- craaus BBoza B neiictBue C3I1/{H, BKirOUaromas OMbITHYIO 3KCIUTyaTaIHIO U IPHEMO-
CIIaTOYHBIE MCIILITAHMS CPEJICTB 3aIIUTHI HH(POPMAIIUH, a TaKXke omeHKy coorBercTBust UCIT{u
TpeboBaHUsM Oe30macHOCTH HHPOPMAITHH.

Opranu3anyoHHBIE MEphl IPEeIyCMaTPUBAIOT CO3JAHHE M MOJIEP)KaHHE IIPaBOBOU Gas3bl
OesomacHoctr IIJ/IlH u pa3pabotky (BBegeHHEe B AEHCTBHE) MPEIXyCMOTPEHHBIX IlOIMTHKOM
nHdopmanmonHo#t 6e3omacHocTH HCIIJIH creayommx OpraHH3alHOHHO-PACIOPSIUTENBHBIX
JIOKYMEHTOB:

- IIman MeponpusTHii o obecneuenuro 3amuts! [1/[H npu ux o6paborke B UCTI)IH;

- IInan MeponpusTHil 10 KOHTPOIO obeceueHus 3amuThl [1]]H;

- Ilopsimok pe3epBupoBaHus U BoccTaHOBJICHH paboTocmocooHocTH TC u I10, 6a3 maHHBIX
u C3U;

- lomxuocTHas HHCTpYKIws anmuarcTparopa UCII/IH B yacti obecniedeHust 6e30macHOCTH
IT/T1 npu nx o6pabotke B UCIT/H;

- JlomKHOCTHAs: HHCTPYKIUS aaMuHicTparopa 6e3omacuocta MCIT x;

- JlomkaocTHas HHCTpYKIus nonb3oBarerss UCII/IH B yacTu obecnieyenus 6€30aCHOCTH
IT11 npu ux o6pabotke B UCII/H;

- MacTpykuus Ha cirydait BOSHUKHOBCHHS BHEIITATHOM CUTYAIlHH;

- PexoMeHmanuu 1o enoap30BaHMIO IPOTPAMMHBIX | AllIaPaTHBIX CPEICTB 3allUThH HH-
¢opmanuu.

Texnugeckue Mepsl 3aIUTHl PEATM3YIOTCS IPH IIOMOIIA COOTBETCTBYIONIAX MPOTPaAMMHO-
TEXHUYECKUX CPEJICTB U METOJOB 3aIUTEHIL.
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[lepeueHbh HEOOXOAMMBIX MEp 3aIlMUTHl WHGOPMAIMK ONpEeNsAeTCs IO pe3ylabTaTaM
BHyTpeHHe# npoBepku 6e3onacHoct ICIIJ/In YruBepcurera.
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2 3apaun C3IIu

Ocnosuoit nenpio C3IIJIH sBIsSETCS MUHAMHU3ALNA ymep6a OT BO3MOXXHOW peanu3aiyy
yrpo3 6e3omacrocTy T1/1H.

Jns JOCTYDKEHHs OCHOBHOM I CHCTEMA 6esomacgocty [1JJa MCII[lz momxHa
obecnieunBaTh 3P PEKTHBHOE PEIIEHHE CIIETYIOMHMX 3a/1at.

- 3aMUTy OT BMEIIATENBCTBA B IIPOIECC dynxmuonnposarus UCIIJIH MOCTOPOHHHX JIHIL
(BO3MOXHOCTB Hcnonb3oBanmst AC 1 IOCTYII K e¢ pecypeaM JIOJDKHBI HMETH TOJIBKO 3apErUCTPHPO-
BaHHBIE YCTAHOBJICHHBIM ITOPSATIKOM HOJIB30BaTENHN);

- pasrpaHUYeHHE JOCTYIa 3apETHCTPUPOBAHHBIX [IOJIb30BaTElIEH K anapaTHbM, IIpo-
rPaMMHBIM ¥ HH()OPMAIHOHHBIM peCcypcaM UCIT/IH (BO3MOXHOCTB JIOCTYIIa TOIBKO K TEM peCyp-
caM ¥ BHIIOJIHEHHS TOJIBKO TEX ONepaluii ¢ HUMH, KOTOPbIC He0OXO0TUMBEI KOHKPETHBIM T10JIB30Ba-
temstm UCITJIH 718 BBIIOJTHEHYS CBOMX CIryXeOHBIX 00S3aHHOCTEH), TO ECTh 3alTUTY OT HECaHK-
[HOHHPOBAHHOI'O JOCTYMA:

a) k uHbOpMAIIUH, nupkyupytomei B UCII/TH;

0) cpencrBam peraucarensHoit Texauka MCIE;

B) anmapaTHbIM, [POTPaMMHBEIM H KpUnTOrpaddeckuM CpeaCcTBaM 3alliTEI, HC-
nons3yemsM B UCI1H;

- PETHCTpAIHIO NEHCTBUN ToJp30BaTeneil IpH UCIOIb30BAHAH 3alUIAEMBbIX PECYPCOB
VCII/IH B CHCTEMHBIX XXypHaJlaX H IepUOINIECKUH KOHTPOJIb KOPPEKTHOCTH JIEWCTBHH MOJIH30BA~
Teyel CHCTEMBI ITyTeM aHAIN3a COJAEPIKAMOTO STHX XYPHAJIOB,

- KOHTPOIb [IEJIOCTHOCTH (0becneueHne HEM3MEHHOCTH) Cpe/Ibl HCIIOJIHCHHS IPOrpaMM M €€
BOCCTAHOBJIEHHE B CIIy4ac HapyIICHHS,

- 3aIATY OT HECAHKIMOHMPOBAHHOM Mo A(HKAIME X KOHTPOJIb IETOCTHOCTH HCIIOIB3Ye-
MbIx B MCIIJIH IporpaMMHBIX CPEJICTB, @ TAKXKE 3aIUTy CHCTEMBI OT BHE/IPEHUS HECAHKIIMOHUPO-
BaHHBIX IIPOrPaMM;

- samury I1JlH OT yTEUKH MO TCXHHYECKAM KaHaJlaM NP ¢ 06paboTKe, XpaHCHHUH M IEpe-
Jade 1Mo KaHajlaM CBSI3H;

- 3amuty [1J1H, XpaHHAMOI, 0GpabaTsIBaeMOH | TIEpeIaBacMOH 110 KaHajaM CBA3H, OT He-
CAaHKI[MOHMPOBAHHOTO Pa3IJIAMICHNS WA HCKAKCHH,

- oGecIieueH e KUBYIECTH KPHITOrpaduueckruX CPEICTB 3allHTEL uH(OpMAIMH IPH KOM-
IIPOMETAIMH JACTH KIIOYCBOH CHCTEMBL;

- CBOEBPEMEHHOE BBIABJICHHE HCTOIHAKOB yTPO3 6esomacuoctr I1J[H, IPAYHH U YCIOBUH,
CIOCOGCTBYIONIEX HAHECECHHIO yIuepoa cyonexram I1J1H, co3naHue MEXaHU3MA OIlEpaTHBHOIO pea-
TEpPOBAHMs Ha YTPO3bI 6€30MaCHOCTH I1/lz 1 HeraTHBHBIC TCHICHIMH;

- cO3/IaHMe YCIOBHH JUIsl MUHIMHA3AIIMH 1 JIOKATH3AIINH HAHOCUMOTO yIepba HenmpaBoMep-
HBIMH JeHCTBHAME QH3HIECKHMX U IOPUIAICCKHX JIUIL, oca0JieHe HETATHBHOTO BIIMSIHUS U JIMKBH-
JaIus MOCIeICTBHI HapyIICHUS 6e3omacuocT T1J1H.
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3 O6nexTnI 3aIHThI

3.1 Ilepeyens mAGOPMANHOHHBIX CHCTEM

B VHuBepcutere mpoussomurcs 06paboTKa [MEpPCOHATHHEIX JAaHHBIX B HH(OPMALMOHHBIX

cucreMax nepcoHanbHbIX JaHHbIX (MCI1/IH).
Hepeuens WUCIIJln onpenensercs Ha ocHoBaHmu OTdYeTa MO pe3ybTaTaM BHYTpPEHHEH

IPOBEPKH.

3.2 Ilepeuenn 00HLEKTOB 3aIATHI

OOBexTamu 3aIUTEI SBISIOTCS — HHGOpManwst, 06pabatsBaemas B ICTI/[H, # TeXHAYECKHE
cpencTBa ee oOpabOTKHM M 3alUTEHL [lepedeHsb IepCOHANBHBIX NAaHHEIX, IOUICHKAIHE 3allWTe,
onpezerneH B [lepeune nepcoHanbHBIX JaHHBIX, MOIexKaluX 3amure B UCITJTx.

OO6BEKTHI 3aIUTHI BKIIIOYAIOT:

1) O6pabatsBaemyro HHbOpMALIHIO.

2) TexHOIOTHYECKYIO HH(OPMAILIHIO.

3) IIporpaMmHO-TEXHHYECKHE CPEICTBA 0OPAGOTKH.

4) Cpencraa 3amuts1 I1)Tu.

5) Kanans1 mHpOpMaHOHHOr0 06MeHa 1 TEICKOMMYHHUKAIIHH.

6) OGBeKTH U TOMEMEHH S, B KOTOPBIX PAa3MEIeHB! KOMIIOHEHTEI NCII/E.

13



4 Kaacenduxanust noas3opareneii MCIIu

IMoms3oBatenem MCIIJ[H  sBuserca JiMmo, ydvacTByomee B (QyHKIMOHMPOBAHHMH
HHPOPMAIMOHHOM CHCTEMBI IIEPCOHANBHBIX JAaHHBIX HIIM HCIOJNB3YIOMES pPE3YIbTaThl €¢
¢ynxmmoruposanus. Ilonp3zoBatenem VICII/IH ABISIOTCA COTPYAHUKA YHHBEPCHTETa, HMEIONIAE
noctyn k UCII/IH u ee pecypcaM B COOTBETCTBHMH C YCTAHOBJICHHBIM IIOPSIKOM, B COOTBCTCTBHH C
ero (yHKIIMOHAIBHBIMHA O0SI3aHHOCTSIMH.

ITone3oBarenu UCIIJIH aensTcs Ha 1BE OCHOBHBIE KaTCTOPHH:

1) Anmunncrparop UCIIJIH. CoTpyHuKH Y HUBEPCUTETa, KOTOPBIC 3aHMMAIOTCS HaCTpOM-
KO, BHEJIPEHHEM H compoBoxaeHueM cucreMbl. Anvuanctpatop UCTI/H obnagaet caenyomum
YPOBHEM JIOCTYyTIA:

- 06JajiaeT MoIHON MH(pOpPMANEEll O CHCTEMHOM M IPUKIIAJHOM IIPOrpaMMHOM oObeciede-
aun VCI1/H;

- o6nagaer noHo# HHpopMAaIHER 0 TEXHUYECKUX cpecTBax i kongurypamun UCIITH;

- MIMEeT JOCTYH KO BCEM TEXHHYECKHM CpeICTBaM 00paboTKM MHpOpMAUWH H JaHHBIM
NCIIH;

- 06najaeT mpaBaMH KOHMHUIYPHPOBAHHS M aJMMHHCTPATHBHON HACTPOHKH TEXHHYECKHX
cpeacts UCIT/IH.

2) Omneparopst UCITJIH. CoTpyTHHKH YHHBEPCUTETA, YIaCTBYIOIME B IMPOIECCE IKCILTya-
tanuu UCIIIa. Oneparopst UCIIJ{H 061anaroT ciieTytompmM ypoBHEM JOCTyIIA:

- 06J1aal0T BCEMH HEOOXOIMMBIME aTpulyTamu (HampuMep, IapojeM), 00eceyrBaromy-
MH JIOCTYI K HEKOTOpoMY moMHoxecTBy [1]1H;

- pacroJyararot KOH(GUICHIHAIFHBIMH JaHHBIMH, K KOTOPBIM UMEIOT JIOCTYIL.

Karteropuu noJb3oBaTeNeil 0JDKHBI ObITh ompeaenens! A kaxroi UCIITa. JlomkHo OBITH
YTOYHEHO pa3/eleHHe COTPYIHUKOB BHYTPH KaTerOphid, B COOTBETCTBAH C THIIAMH IOJIB30BaTENICH
onpeneneHHbpME B [TonuTike HEGOPMAIMOHHOMK 6€3011aCHOCTH.

Bce BBIBICGHHBIE TPYNIBl I0Jb30BaTeneil orpaxaiorcs B Ordere IO pe3ynbraTaM
BHyTpeHHe#l mpoBepkd. Ha ocHoBammm OrdeTa ONIpe/eIBIIOTCS IpaBa A0CTyna K OIeMCHTaM
VICIIJIa 11 BceX IpyIN TONb3oBareliedl W oTpaxaiorcs B Marpune nocryna B IlonoxeHuH o
pasrpaHIYeHHH [IpaB JOCTya K 00padaThIBACMBIM IEPCOHATBHBIM JIaHHBIM.
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5 OcHoBHBIE HNPHHIAIIBI IOCTPOCHHSA CHCTEMbBI KOMILIEKCHOM 3aIATHI nml)opMamm

Iloctpoenne cucremsl obecredenus Oesomacroctu I1J[u WCIIJla YemBepcuTeTa M ec
(GyHKIMOHMpOBaHKME MOJDKHBI OCYIIECTBISITECA B COOTBETCTBHH CO CIEAYIOMHMH OCHOBHBIMH
IIPUHIUIIAMU:

- 3aKOHHOCTE;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTE;

- HENPEPHIBHOCTb;

- CBOEBPEMEHHOCTH;

- IIPEEMCTBEHHOCTh M HEIPEPHIBHOCTH COBEPIIEHCTBOBAHUS,

- IEPCOHAJIEHAs. OTBETCTBEHHOCTD;

- MUHMMH3AaLHs TOJTHOMOYHIA;

- B3aUMOJICHCTBHE U COTPYIHHYECTRO;

- THOKOCTH CHCTEMEI 3aIIUTEI,

- OTKPBITOCTH AJITOPAUTMOB M MEXAHU3MOB 3alIUTHI,

- IPOCTOTa IPUMEHEHUS CPECTB 3aIIUTHI;

- Hay4yHast 000CHOBaHHOCTh M TEXHUYECKas peali3yeMOCTh;

- cnenuau3anus U mpoecCHOHAIH3M;

- 00s13aTENEHOCTH KOHTPOJIS.

5.1 3akonHocTh

[Ipenmonaraer ocymecTBiIeHHE 3alMUTHBIX Meponpustuii u paspaborky C3II/{a WCIIIx
VHuBepcUTETa B COOTBETCTBUH C JCHCTBYIOIMM 3aKOHOJATENbCTBOM B obnactd 3ammutel [1/[H 1
JpYyrEX HOPMAaTHBHBIX aKTOB MO ©Oe30macHOCTH WH(GOpPMAluy, YTBEPKACHHBIX OpraHaMy
rOCYIapCTBEHHOH BJIACTH M YIPABJICHHS B MpeeaX X KOMIICTCHIHH.

[Monb3oBarenu u obcmyxuBaromuit nepconan [1/[a MCIT/{a YHuBepcHuTeTa JOMKHEI OBITH
OCBEIOMJICHBI O TIOpS/IKEe pabOoTHI C 3amuImaeMoil HHpopMarue 1 06 OTBETCTBEHHOCTH 3a 3aIUTy
I 1n.

5.2 CucremHoctb

Cucremusbni nomgxon k moctpoenuto C3II{x UCII/IH YHHBepcHTeTa NpenmonaracT y4eT
BCEX B3aUMOCBS3aHHBIX, B3aHMO/ICHCTBYIOIIX W H3MEHSIONMXCS BO BPEMEHH 3JIEMEHTOB, YCIOBHI
¥ (aKTOpoB, CYIIECTBEHHO 3HAYMMBIX UL [OHHMAaHWS W PEIICHHS MpoOIeMbl 00ecIedeHHs
6e3onacHoctH [1/1a UCII1/In YHUBepcuTeTa.

ITpu co3manuy CHCTEMBI 3aIUTHI TOJDKHBI YYUTHIBATHCS Bee cIabble M HauOolee ysa3BUMEIE
MecTa cucteMbl 00paboTku I1]1H, a Takxe XxapakTep, BO3MOXHBIE OOBEKTHI U HAlIPaBJICHHS aTaK Ha
CHCTEMY CO CTOPOHBI HapymmTeleil (0cOOEHHO BEICOKOKBAIH(DHUIIMPOBAHHBIX 3JI0YMBIIIEHHUKOB),
IlyTH TNPOHUKHOBEHWs B pacmpeneneHusle cucteMsl 1 HCJl x maGopmanmu. ChcreMa 3allHTHI
JIOJDKHA CTPOHMTBECS C y4E€TOM HE TOJBKO BCEX H3BECTHBIX KaHanoB npoHukHoBeHHs W HCJ[ k
UH(OPMAIIMH, HO U C YIETOM BO3MOXXHOCTH IOSBICHUS NPUHIUIHAIGHO HOBBIX IIyTEH peau3aliiu
yrpo3 6e30acHOCTH.

5.3 KommiekcHocTh

KomrmiekcHOe HMCIOJIb30BaHHE METOJIOB M CPEICTB 3alllUTHI IIPEAIIOIAraceT COrIaCOBaHHOE
IpUMEHEHHE PA3HOPOJHBIX CPEICTB IHPH IIOCTPOEHHH IEJIOCTHOM CHCTEMBI  3allUTEL,
NEepeKpPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAUMMBIC) KaHAIBl peal3allid Yrpo3 M HE coJepxarnen
C1abbIX MECT Ha CTHIKAX OTAEJBHBIX €€ KOMIIOHEHTOB.

3amura J0JDKHA CTPOMTHCS SUIEIOHUPOBAHO. JJIsl KaXXI0ro KaHala yTedkd HHQOpMaluH u
JUIL KaXJI0H yrpo3sl 6€30MacHOCTH JOJDKHO CYIIECTBOBATH HECKONBKO 3aIUTHBIX pyOexei.
Co3janue 3alMUTHBIX pyOexed OCYyLIECTBISETCS C y4ETOM TOrO, YTOOBI JUIS MX IPEOJOJIECHHMS
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IOTEHIHANBHOMY 3JI0YMBIIUIEHHUKY TpeOOBaIMCH NpO(eCCHOHAIBHBIE HABHIKH B HECKOJIBKHX
HEB3aMMOCBS3aHHBIX 00JIacTsIX.

Brenmsis 3amuTa JIOJDKHA obecnieunBaThCs bu3mgecKuMu CpencTBaMy,
OpraHM3allMOHHBIMM M IIpaBOBBIMH MepamMu. OnHMM #3 Hambojee YKPEIUICHHBIX pyOexei
IpU3BaHbl OBITH CPEJNCTBA KPUNTOTPa)UIECKON 3aIUTHI, pPEaM30BaHHBIE C HCIIOJIH30BAHHEM
TexHonoruu VPN. IlpukianHoil ypoBeHBH 3aIIMTHI, YYHUTHIBAIONIAN OCOOCHHOCTH INpPEAMETHOM
001acTH, MpeICTaBIIIET BHYTPSHHMIM PyOexk 3aliThI.

5.4 HenpepoiBaocrs 3amure I

3amura [IJ/[H — He pa3oBoe MEPONpPHITHE M HE MPOCTAs COBOKYITHOCTH MPOBEICHHBIX
MEPOIIPHUATHA M YCTAHOBJICHHBIX CPEJICTB 3aIUTHI, a HEMPEPHIBHEIN IIeJICHANIPABICHHBIN MPOIIecC,
MIpeANoJaraloluii MPUHATHE COOTBETCTBYIOIIUX MEP Ha BCeX dTanax )u3HeHHoro nukia UCIIJIH.

NCII/la 1oDKHBI HAXOAUTHCS B 3aIIUINICHHOM COCTOSHHH Ha MPOTSDKEHHH BCETO BPEMEHHU
X (QYHKOIUOHHUPOBAHHSA. B COOTBETCTBMH C 3THM IPUHIAIIOM JOJDKHBI IPHHUMATHCS MEPHI IO
Heponymenuto nepexona MCII/IH B He3amHUIEHHOE COCTOSTHUE.

BonpmuHCTBY (U3HYECKHMX H TEXHHYECKHMX CpPEACTB 3ammuThl i 3((EKTHBHOTO
BBIIOJIHEHUSI CBOMX OGYHKIMHA He0o0XOoJuMa IIOCTOSIHHAsT TEXHUYeCKas W OpraHW3alldOHHAas
(amMuHHCTpaTHUBHAS) MOIEPKKa (CBOEBpEMEHHAs cMeHa B o0ecriedeHre MPaBIIBHOTO XpaHEHHUS U
NpPAMEHEHHST WMEH, Mapoyied, Kiodedl mmpoBaHUS, NEPEONpENeNICHAE MOTHOMOYMH H T.IL).
IlepepriBBI B paboTe CpeACTB 3alMUTBl MOTYT OBITH HCIIOIB30BaHBI 3JI0YMBIIUICHHHKAMH IS
aHaM3a IPUMEHSIEMBIX METOJIOB U CPEJICTB 3aIUTHL, JJIs1 BHEAPEHUS CIENHUAIBHBIX IIPOIPAMMHBIX
W almapaTHbIX <«3aKJIajoK» ¥ JPYTHX CpPEICTB IIPEOJIOJICHHUS CHCTEMBI 3alllUTHl IIOCHE
BOCCTAHOBJICHUS €€ (YHKIIMOHUPOBAHHUS.

5.5 CsoeBpemennoctn

[Ipennonaraer ynpexmaromuii xapakrep mep obecneuenus OeszomacHocTH IIJIH, TO ecTh
IOCTAHOBKY 3amad mo KomrutekcHoit 3ammre HCIIJlH u peamusanuio Mep o0OecHedeHHs
6esonacHoctr [IJ[H Ha paHHmMX cramusx paspaborku MCIIJIH B menoM M €€ CHCTEMBI 3allUThI
uHpopManuy, B 4aCTHOCTH.

Pa3paboTKa CHCTEMBI 3alUThI JO/DKHA BECTHCH MApaUIEIbHO C Pa3pabOTKOM M pa3BUTHEM
CcaMoOi 3aIUINAEMOM CHCTEMBL. OJTO IMO3BOJHT Yy4YecTh TpeOoBaHHA O€30IIaCHOCTH IIpH
IPOEKTHPOBAHMH APXMTEKTYPHl H, B KOHEYHOM cyeTe, co3iaTh Oonee 3(QEKTHBHBIE (KaK IIO
3aTparaM pecypcoB, TaK ¥ IO CTOMKOCTH) 3alIMIIEHHBIE CHCTEMEL

5.6 IlpeemcTBeHHOCTH M COBEPLIEHCTBOBAHHUE

IIpeamonaraioT IMOCTOSHHOE COBEPLUICHCTBOBAHHE MEp M CPEJCTB 3allUThl HHQOpManuy Ha
OCHOBE MPEEMCTBEHHOCTH OpPTraHHM3AIOHHBIX M TEXHHYECKHMX PEINCHH, KaJpOoBOro COCTaBa,
anammsa pynaxuonuposanus UCII/[H 1 ee cHCTEMBI 3alIUTHI C YIE€TOM W3MEHEHHUI B METONAX U
CpeicTBax mepexBara WH(OpMAaIuy, HOPMATHBHBIX TpeOOBaHMM IO 3alUTe, JOCTUTHYTOTO
OTEYECTBCHHOTO ¥ 3apyOe)KHOTO OIBITa B 3TOH 00JIACTH.

5.7 IlepconaibHasi 0TBETCTBEHHOCTD

IIpenmosaraeT BO3NOXKEHME OTBETCTBEHHOCTH 3a obecmedenne OesomacHoctu I[1/ln u
CHCTEMEI MX 00pabOTKH Ha Ka)XI0ro COTPYJHMKA B IpefeNax ero moaHoMouni. B coorBeTcTBHH C
5THM TNPUHIEIIOM PaclpejieleHue MpaB | 00SI3aHHOCTEH COTPYIHHKOB CTPOMTCS TAaKMM 00pasoM,
4yroOBl B Cilydae JI000ro HapylleHWs Kpyr BHHOBHHKOB OBLI YETKO HM3BECTCH HIIM CBEICH K
MHHHMYMY.

5.8 Ipunmun MUHEMH3ANAA TOJTHOMOYHIT

O3navaer MIPeIOCTaBIICHHUE II0Jb30BATE/IIM MUHUMAJIBHBIX IIPaB JOCTYNa B COOTBETCTBUM C
IIpOPI3BOIICTBCHHOﬁ HeO6XOlII/IMOCTI)IO, Ha OCHOBE€ IIpHMHIHMIA «BCEC, YTO HE pa3spCuICHO,
3arpeImeHo.
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Hoctyn x IIJIH HOIKEH NPENOCTABIATHECA TONBKO B TOM CIydae M 0OBEME, eCIIH 3TO
HEOOXO0ZMMO COTPYAHHKY JUIS BBIIOJIHEHHS €r0 JOJDKHOCTHBIX 00SM3aHHOCTEN.

5.9 BzaumopneiicTBue u coTpyqaHuecTBO

Ilpeanonaraer cosgaHue OnarompusATHOW arMocdepsl B KOJUIEKTHBAX IOpas/cieHHH,
obeceynBaromux  gesrensHocTh  MCII[IH  Vupexpenws, Uil CHHDKEHHMS BEPOSTHOCTH
BO3HHKHOBEHHS HEraTUBHBIX JEHCTBHH CBSI3aHHBIX C YEJIOBEYECKHM (haKTOPOM.

B Taxoi 06cTaHOBKE COTPYAHHKH JIOJDKHBI OCO3HAHHO COOJIIO/IATh YCTAHOBJICHHEIE ITPAaBHIIA
Y OKa3bIBaTh COJCHCTBUE B IEATEIBHOCTH ITOPA3ICICHUI TEXHUIECKOM 3aIUThH HH()OPMAIUH.

5.10 T'ubkocts cucrems! 3amuThl IITa

IIpunsTEIE MEPBI U YCTAHOBJICHHBIE CPEACTBA 3ALIATHI, OCOOEHHO B HAYAILHEINA IEPHOJ MX
9KCILTyaTalli, MOTYT o0ecleyuBaTh KaKk Upe3MEpHBIN, TaK M HEJOCTATOYHBIM YPOBEHb 3allUTEL
Jlns obecredeHus] BO3MOXKHOCTH BapbHPOBAaHUS YPOBHEM 3aIUIICHHOCTH, CPEICTBA 3alllATHI
JOJDKHBI 00J1alaTh ONpeieNieHHOW THOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOWCTBO SBJISETCS B TEX
CiIydasX, KOrJa YCTaHOBKY CPEICTB 3aIlUThl HEOOXOAMMO OCYINECTBISATH Ha pPabOTAOIIYIO
CHCTEMY, HE HapyIas Iporecca €€ HOpMaIbHOTO (YHKIIHOHHPOBAHHSL.

5.11 OTkprITOCTH ANrOPHTMOB M MEXAHU3MOB 3AIUTHI

CyTh NIpHHOHIA OTKPHITOCTH AJITOPHTMOB W MEXAaHH3MOB 3allIUTEI COCTOMT B TOM, 4YTO
3alliTa HE JOJDKHA O0ECIeYnBaThCS TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOH OpraHH3aIlid H
aJTOPUTMOB (YHKIIMOHHPOBAHUS €€ IIOJICHCTEM. 3HAHHE AJITOPHTMOB PabOThHI CHCTEMBI 3alUTHI HE
JIOJDKHO JaBaThb BO3MOXKHOCTH €€ IpeoaosieHus (aaxe aBTopam). OmHaKo, 3TO HE O3HAYAET, 4TO
uH(pOpManHsa 0 KOHKPETHON CHCTEME 3alUTHI JOJDKHA OBITH OOIIEI0CTYIIHA.

5.12 IIpocrora npuMeHeHHs CPEICTB 3AMHTEI

MexaHu3Mbl 3aIIUTHI JTOJDKHBI OBITH MHTYHTHBHO TOHSTHBI M TPOCTHI B HCIIOJNB30BaHHH.
IIpumeHenue cpesiCTB 3aIUTHI HE JTOJDKHO OBITh CBA3aHO CO 3HAHUEM CIIEIUATBHBIX S3BIKOB MU C
BHINIOJIHEHAEM JICHCTBUHM, TpeOyIOMUX 3HAYUTEIBHBIX JIONOJHUTEIBPHBIX TPYyAO3aTpaTr IpH
0oOBYHOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJIIEHHBIM IMOPSIKOM IIOJIE30BATENECH, a TaKkKe He
JIOJDKHO TpeOOBaTh OT IOJIb30BaTeNs BBIIOIHEHHS PYTHHHBIX MAJIONOHSATHBIX €My OIepanuii (BBOJ
HECKOJIBKUX MapoJjieit ¥ UIMEH | T.1.).

JloJDKHa JTOCTHTaThCS aBTOMATH3aIUs MAaKCHMAJIBHOTO YHCJIA JEHCTBHH IOJIb30BAaTENCH U
apmunuctparopoB UCII/TH.

5.13 Hayunasi 060CHOBAaHHOCTb H TEXHHYECKAS PEATH3YEMOCTH

HudopManmoHHbIE TEXHOJIOTHH, TEXHUYECKHE U IPOIPAMMHBIE CPEJICTBA, CPEICTBA U MEPEI
3amuTHl HHGOPMALUN JIOJDKHBI OBITH pean30BaHbl HA COBPEMEHHOM YPOBHE Pa3BHTHs HAayKH H
TEXHHKH, HaydHO OOOCHOBAaHBI C TOYKH 3PEHHS IOCTIDKEHHS 3aJaHHOTO YPOBHs 0€30IaCHOCTH
uHGOpPMAMA ¥ JIOJDKHBI COOTBETCTBOBATH YCTAaHOBIEHHBIM HOpMaM M TpeOOBaHHUAM IO
6e3onmacuoctH I1]1H.

C3IIJIz nomxHa OBITH OPHEHTHPOBAaHA HA PEIICHHS, BO3MOXXHBIE PHCKH JUIS KOTOPHIX H
MephI IPOTUBOACUCTBUS 3THM PHCKaM IPOIUIA BCECTOPOHHIOIO TEOPETHYECKYIO M IIPAKTHIECKYIO
IIPOBEPKY.

5.14 Cneunanusanus a npodeccHoOHATH3M

[Ipenmonaraer mpuBIeYeHHEe K pa3pabOTKe CPEJACTB M pealu3aldd Mep 3allUThl
HHQOpPMAIMK CHENHATN3UPOBAHHBIX OpraHU3aldi, Hanbojee MOATOTOBICHHBIX K KOHKPETHOMY
BHJY JeSTeNIBHOCTH 10 obecredeHuio Oe3omacrocTd [1/IH, IMEIONMX ONMBIT MPaKTHYECKOH paboThI
U TOCYJapCTBEHHYIO JIMICH3MIO HAa MpaBO OKa3aHWs YCIyr B 3Tod obOmactd. Peammsamms
aJMUHHCTPAaTHBHBIX MEp H OJKCIUTyaTallis CPEACTB 3alIMTHl JOJDKHA OCYHIECTBIIATHCSA
po(heCCHOHATBHO MOATOTOBJICHHBIMA CIICIIAAHCTAMH Y UPEKICHUSL.
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5.15 O6si3aTeanHOCTE KOHTPOJIS

IIpennonaraer 06s3aTeNFHOCTE M CBOEBPEMEHHOCTH BBIABJICHHS M IPECEYEHHS IOIBITOK
HapyIIEHUs YCTaHOBIEHHBIX IIpaBu obecnedeHus 6e3omacHocTd I1/[H Ha OCHOBE HCIONB3yEMBIX
CHCTEM M CPEJCTB 3aIIUTHl HH(YOpMAIMU [IPHA COBEPIICHCTBOBAHUH KPHTEPHEB H METOIOB OLEHKH
3 (PEKTUBHOCTH STHX CHCTEM M CPE/CTB.

KoHTposs 3a AeATENBHOCTHIO JFOOOTO IOJIB30BATENS, KaXKIOrO CPEICTBA 3alIATHI U B
OTHOINEHUH JFOOOro 00BEKTa 3alUTHI JOJDKEH OCYIIECTBISTHCS HA OCHOBE NMPUMEHEHHS CPEICTB
OIIEPaTHBHOI'O KOHTPOJIS M PETHCTPAIlMU U JOJDKEH OXBATHIBATh KaK HECAaHKIIMOHHPOBAHHBIE, TaK H
CaHKIIMOHUPOBAHHEIE IEUCTBUS IIOJIb30BATEICH.
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6 Mepsl, MeTOABI H cpeACTBA 00ecneueHHsI TPeOyeMOoro ypoBHS 3aMIIEHHOCTH

ObGecneyeHue TpeOyeMOro ypoOBHS 3allMINEHHOCTH JOJDKHOCTH JIOCTHTAThCH  C
HCIIONIB30BAaHUEM MED, METOOB M CPeACTB Oe3omacHOCTH. Bee Mephl obecnieuenus 6€300acHOCTH
WCIITa moapa3iensroTcs Ha:

- 3aKOHO/ATENbHBIE (TPaBOBEIE);

- MOPaIbHO-3THYECKHE;

- OpraHu3aluoOHHbIE (aIMUHUACTPATHBHEIE);

- pusngeckue;

- TEXHUYECKHE (allapaTHbe H IPOrPaMMHBIE).

ITepeyens BEIOpaHHBEIX Mep obecniedeHus 6e30acHOCTH oTpaxkaercs B [nane MepompusThii
10 00ECIIEUYSHHIO 3alIUTHI IEPCOHAIBHBIX JaHHBIX.

6.1 3akonoxareanbHbie (IPaBoOBbIE) MEPhI 3AIIHTHI

K mpaBoBeIM MepaM 3allUTHl OTHOCATCS JCHCTBYIONIME B CTPAaHE 3aKOHBL, yKa3hl H
HOPMaTHBHBIC aKThHI, PErIaMEHTHPYIOIHE NpaBuwia obpamernus ¢ [1/IH, 3akperuisromue IpaBa u
00s3aHHOCTH y4YaCTHHKOB HH(OPMAIMOHHBIX OTHOINEHHM B Ipomecce ee 00pabOTKH H
UCIIONIb30BAaHMUS, a TAKXXE YCTaHABJIMBAIOIIMEC OTBETCTBEHHOCTh 3a HAPYIICHHS 3THX IIPaBHIL,
NPENATCTBYS TEM CaMbIM HEIPaBOMEPHOMY HCIONB30BaHUIO [1J[H 1 sSBISIFOIIHECS CIEPIKHBAIOIIHM
(axTOpOM ISl HOTEHIIHATBHBIX HAPYIIUTENIEH.

IIpaBoBBIE MEPHI 3aIUTHI HOCAT B OCHOBHOM YIIPEXKIAIOIIHH, IPOQHIAKTHIECKHN XapaKTep
H TpeOYIOT IOCTOSHHOM pa3bACHHTEIPHOW pPabOTHI C IIOJB30BATESAMH H OOCITYKHBAIOIEM
IEPCOHAJIOM CHCTEMEL.

6.2 MopajbHo-3THYECKHE MePbI 3aIHTHI

K' MoOpanbHO-3THYECKHM MepaM OTHOCSTCS HOPMBI MOBEJIEHHS, KOTOPBHIE TPAIUIHOHHO
CIIOXHJIMCh WM CKJIAABIBAIOTCA II0 Mepe pacnpocTpaHeHuss OBM B cTpaHe Wi YHHUBEPCUTETE.
OTH HOPMBI OOJIBIIEH YacThIO HE SBISIOTCS 00s3aTebHBIME, KaK 3aKOHOIATENBLHO YTBEPIKICHHEIE
HOPMaTHBHBIE aKThI, OJJHAKO, X HECOOIIO/IeHHE BeleT OOBIYHO K IaJICHHIO aBTOPHUTETA, MPECTHKA
YEJI0BEKA, TPYNNbI JIMIl HIIM OpraHu3anuy. MopalbHO-3THYeCKHEe HOPMEI OBIBAIOT KaK HEMHCAHbIC
(manpumep, oOIeNpU3HAHHBIE HOPMBI YECTHOCTH, MATPHOTH3MA M T.II.), TAK M [HCAHEBIE, TO €CTH
0hOpMIICHHBIE B HEKOTOPBIi CBOA (YCTaB) IIPABHII WK NIPE/IIHCAHHIA.

MopabHO-3THYECKHE Mephl 3aIUTH  SBISIOTCS MPOMHIAKTHYECKHMH U TPEOYIOT
MOCTOSHHOM pabOTBI 10 CO3JAHHIO 3I0POBOTO MOpPAJIBHOTO KJIMMara B KOJUIEKTHBAX
nojpaszieneHui. MopabHO-3THYECKHE MEpHl 3alUTHl CHIKAIOT BEPOATHOCTH BO3HHKHOBEHHS
HETaTUBHBIX JEHCTBUH CBA3aHHBIX C YEJIOBEYECKUM (HaKTOpPOM.

6.3 Opranusanuonnbie (aAIMHHMCTPATHBHBIE) MEPHI 3AMMHTEI

OpranuzanuoHHble (aJMUHUCTPATUBHEIE) MEPHI 3alIUTHI - 3TO MEPHl OPraHU3aIHOHHOTO
XapakTepa, perilaMeHTupyoomue mnpoueccsl ¢ynkimonupoBanus MCIIJIH, wucnonabp3oBanue
pecypcoB MCIIJIH, pesaTensHOCTH OOCIHY)XHBAIOMIEr0 IIEPCOHANA, a TaKKe IOPSIOK
B3aumozeicTBusa nonb3oBareneidi ¢ VCIIJ[H Takum o6pazom, uTtoOBI B HaWOONBINEH CTEHEHH
3aTPYJHHUTE MJIM HUCKJIIOYHTH BO3MOXXHOCTh peajd3allii yrpo3 0€30IacHOCTH WM CHHU3UTH pa3Mep
IIOTEPh B CIIydae UX pealiH3amim.

I'naBHas menp aJMUHHUCTPATHBHBIX Mep, NMPEANPHHAMACMBIX Ha BBICHIEM YIIPABICHYECKOM
ypoBHe — cdopmupoBars Ilomutuky wmHbOpManmoHHO#H O6e3omacHoctn IIJ[H (OTpaXkaromryio
HOAXOBI K 3amuTe HHPOpMau) H 00ECIIEUNTh €€ BBIIOIHEHUE, BBIICISISI HEOOXOIUMBIE PECYPCHI
U KOHTPOJIMPYS COCTOSTHHE JIEII.

Peanuzamus Ilomatuku uadopmanmonnoit 6e3omacHoctu [T 8 MUCII/IH cocrosT u3 mep
aIMHHHCTPaTHBHOI'O YPOBHS U OpPraHU3aI[MOHHBIX (IIPOLEAYPHBIX) MEP 3aIUTHl HH()OPMAITHH.
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K agMUHHCTpAaTHBHOMY YPOBHIO OTHOCSTCS pEIICHMsS PYKOBOJCTBA, 3aTparWBarOIINe
nestensHocth VICTIJIH B menoM. Ot pemenus 3akpersiorcs B Ilomatrke mHOOpMamMOHHON
6e3omacHocTH. I[puMepoM Takux pemeHui MOTYT OBITH:

- IpMHSATHE peIeHns 0 GOPMHUPOBAHHH HITH IIEPECMOTPE KOMILIEKCHOH MpOrpamMMel o6ec-
neuenus 6esonmacuoctu [1/]H, onpeneneHre OTBETCTBEHHBIX 3a €€ PEATH3AIMIO;

- hopMmyHpoBaHUE LieNel, TOCTAaHOBKA 3a]a4, ONpe/Ie/ICHHe HAPaBICHUHI NEITCTBHOCTH B
obnactu 6e3onacuoctu I1/1H;

- IPUHSTHE PELICHUIA TI0 BOIIPOCAaM peali3allii IporpaMMbl 0€30I1aCHOCTH, KOTOPhIE pac-
CMaTpHBAIOTCS HA YPOBHE Y UPEXKICHHUS B IIEJIOM;

- o0ecrnieyeHne HOPMATHBHOM (TIPaBOBOit) 0a3bl BOIPOCOB 6€30MAaCHOCTH H T.II.

IMTonuTHKa BEpPXHETO YPOBHS JOJDKHA YETKO OYEPTUTH Cepy BIMAHMS M OrPAaHHYCHUS [IPU
ompeneneHMd uenel GesomacHocti I1J[H, OmpenenuTh KaKMMH pecypcaMH (MarepUaibHBIC,
MIEPCOHAT) OHU OYyIyT TOCTHTHYTHI ¥ HAlTH pasyMHBIH KOMIIPOMHCC MEX/TY MPUEMIICMBIM YPOBHEM
6e3onacHocTH U ¢pyHKIHOHATBHOCTHIO MCII/IH.

Ha opranu3aiiiOHHOM YPOBHE OIPEACIIIOTCS IIPOLEAyphl M MPaBUIIa JOCTHKEHHS [eNed 1
pemenus 3ana4 [lomutuku nHGOpManuoHHOH O6e3onacHocTH I1/IH. OTH MpaBHiIa OIPEACTISIOT:

- KakoBa 00J1acTh MpUMEeHEHHs oMuTHKH 6e3onacHocTH [1/1H;

- KaKOBBI POJIA M 00S3aHHOCTH JOJDKHOCTHBIX JIMI], OTBEYAIOLIHE 32 NPOBEICHHE MOJTUTHKH
6esonacuoctu I1/1H, a Takke UX yCTaHOBUTH OTBETCTBEHHOCTD,

- KTO HMeeT npasa joctyna K I1/1H;

- KaKAMH MEpaMH | cpelicTBaMHU obecnieunBaeTcs 3ammura [1/1H;

- KaKMMH MEPaMH U CPEICTBaMHU 00eCTIeYBaCTCsI KOHTPOJB 3a COOIOECHUEM BBEJICHHOTO
pexuMa 6e301acHOCTH.

OpraHu3anOHHBIE MEPHI JOJDKHBL:

- IpeyCMaTpHBaTh periiaMeHT HH()OPMAIMOHHBIX OTHOIIEHH, HCKITIOYAIOIIHX BO3MOXK-
HOCTh HECAHKI[HOHHPOBAHHBIX JICHCTBUI B OTHOIICHHH OOBEKTOB 3allUTEL,

- OIIPE/IEIIATH KOATUIIMOHHBIE U HEPApXUUECKUE IPUHIMIEI M METOIBI pa3rpaHHYeHHs 10C-
tyna K [1/[H;

- OIpeeNATh MOPAA0K paGoTHI ¢ IPOrpaMMHO-MATEMaTHIECKAMH M TEXHUYECKMMH (arna-
paTHBIE) CpeICTBAMHU 3alIUTHI X KPUITO3AIMUTEI U IPYTHX 3aIIATHBIX MEXaHU3MOB;

- opranu30BaTh Mepbl npotuBoaeicTsust HCJI monp30BaTesIMH Ha Tanax ayTeHTU(HKa-
I[MH, aBTOPH3AIUH, HIACHTUHUKAINH, 00€CIICUNBAOIIUX TApAHTHH PEATM3aIH IIPaB U OTBETCTBEH-
HOCTH CyOBEKTOB HH(POPMAIIMOHHBIX OTHOIIECHHH.

B oprann3zanuoHHbIe MEphI JOJDKHBI COCTOATh H3:

- permamenTa goctyna B nomemenus UCIIIg;

- IOPSIOK JIOIyCKa COTPYIHUKOB K UCIob30BanHuIo pecypcos UCIIJIn Vupexnenus;

- pernaMeHTa IIPOLECCOB BeleHus (a3 JaHHBIX U OCYINeCTBICHHs MouduKanuy uHpopma-
IAOHHEIX PECYPCOB;

- perJiaMeHTa IIPOIECCOB OOCITYKHBAHHS U OCYIIECTBICHA MOTM(PUKAIMHA allapaTHBIX 1
nporpaMMHBIX pecypcoB UCII/H;

- uHCTpYKIMii noms3oateneit UCIIJIu (apmunaunctpatopa MCII/IH, anMunmrCcTpaTopa 6e3o-
nacHoctH, oneparopa UCII/In);

- MHCTPYKIHS [I0JIb30BATEIS IIPH BO3HAKHOBEHHMH BHEINTATHBIX CHTYAIHi.

6.4 ®uzuueckue MepbI 3AIMHTHI

®duspueckre Mephl 3alUTHl OCHOBAaHbI HA NPHMEHEHHMH pA3HOTO pOJa MEXaHMYECKHX,
SNEKTPO- HJIA  JJIEKTPOHHO-MEXaHWYECKHX  YCTPOMCTB M COOPYXXCHHH,  CHEIHAIbHO
IpeHa3sHAYEHHBIX UL CO3/[aHus QU3NUECKHX IPEATCTBAM Ha BO3MOXHBIX ITYTSX IPOHUKHOBEHHS
H JIOCTYIIa IOTEHIMATBHBIX HAPYIIATENEH K KOMIIOHCHTAM CHCTEMBI M 3aIUIaeMoi nHpopmaru,
a TaKXKe TEXHMYECKHUX CPEJICTB BU3YaTbHOTO HAONIONEHHS, CBA3U M OXPaHHON CHTHATM3AlHH.

dusndeckas 3aIUTAa 3aHUMH, ITOMEIEHHH, 00BEKTOB W CPECTB HHPOPMATH3AIMH TOJDKHA

OCYIIECTBIIATECA IIYTEM YCTAaHOBJICHHA COOTBETCTBYIOIMUX IIOCTOB OXpaHBI, C IIOMOIIBIO
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TEXHMHYCCKHX CPE/CTB OXpaHbl M JIOOBIMH JPYTHMH CIOCO0AMH, MpPENOTBPAINAIONIAME HIIH
CYIIECTBEHHO 3aTPYMHIIOMMMY TNPOHHKHOBCHHE B 3JaHHE, MOMEINEHHs IIOCTOPOHHHX JIHII,
XHIIEHHE HHQOPMAUMOHHBIX HOCHTENCH, CaMhX CpeICcTB HH(pOPMATH3AIWH, HCKITIOYaIOIUMH
HaXO0X/ICHHE BHYTPH KOHTPOIMPYEMOH (0XpaHseMOif) 30HBI TCXHUYECKHX CPEJICTB PA3BE/IKH.

6.5 Annaparao-nporpammusie cpeacrsa 3amutel [IIH

Texnuyeckue (ammapaTHO-IPOrpaMMHBIE) MEpHI 3aIIUTHl OCHOBAHBI HA HCIIONb30BAHUK
PasIMYHBIX SJIEKTPOHHBIX YCTPOHCTB U CNENHANBHBIX IPOrpaMM, Bxomsmux B coctas UCITIH u
BBIIOJTHSIOMHAX (CAMOCTOSTENBHO MM B KOMIUIEKCE C IPYTHMH CpPEICTBAMH) GYHKOUHU 3aIMUTEL
(uneHTHQUKANMIO W ayTeHTH(HKALMIO NONB30BATENeH, pasTpaHHUEHHE JIOCTyIIa K pecypcam,
PETHCTPAIHIO COOBITHI, KpUITOrpadhuIecKoe 3aKphITHe HHMOPMAIIHH | T.1.).

C y4erom Bcex TpeGoBaHM M IPUHIMIIOB 06ECTICYeHNS GE30MACHOCTH [T 8 UCITTa mo
BCCM HANpPAaBJICHUSM 3alUTHI B COCTAaB CHCTEMBI 3aIMTHI JOJDKHBI OBITh BKIIOYEHBI CIIELYIOIIHE
CpencTBa:

- CPE/ICTBA HICHTH(HKANKMK (ONIO3HABAHKS) B ayTeHTH)HUKAMH (ITOATBEPXKICHHS IO IHH-
HocTH) nosib3oBareneit UCII/Ix;

- CPE/ICTBA pasrpaHUYCHUS NOCTYIA 3apETHCTPUPOBAHHBIX ITOJH30BATENEH CHCTEMEI K pe-
cypcam UCII/lz YHuBepcurera;

- CPE/ICTBa 00ECIIEYEHHs K KOHTPOIIS IIENOCTHOCTH [POTPAMMHBIX M HH(OPMAIMOHHBIX Pe-
CYpPCOB;

- CPEACTBA ONIEPATHBHOI'O KOHTPOJI M PETHUCTPAMH COOBITHIA G€30I1aCHOCTH;

- KpunTorpaduyecKue cpeacTsa 3amuts [1/]H.

Ycnemnoe npuMeHeHre TEXHIYECKHX CPEACTB 3AIUTH HA OCHOBAHHH TIPHHIAIIOB (Pa3ze
5) mOpeAmonaraeT, 4Yro BHIIONHCHHE I[EPEYACICHHBIX HIDKE TpeGOBaHHH 0GECIeYeHo
OpraHu3allHOHHBIMH  (IMHHHCTPATHBHBIMH) MEpPaMH M  HCIOJB3yeMBIMH  (DH3HUIECKAMH
CpEACTBaMH 3aIlUTHI:

- obecnieuena u3nuecKas HeI0CTHOCTh Beex kommnonenT CITx;

- KaXX/IbIii cOTpyHUK (momb3oBatens MICITJIH) nim rpymma mons3oBareneif IMeeT yHHKAIb-
HO€ CHCTEMHOE MM i MUHUMAIIBHO HEOOXOMMMBIE UL BHIIOJHEHHS M CBOMX (DyHKIMOHATBHBIX
00s3aHHOCTEH ITOTHOMOYHS 110 IOCTYILYy K PECYPCAM CHCTEMBL;

- B UCII/In YHuBepcuTeTa pa3paboTka U OT/IaKa IPOrPaMM OCYIIECTBIIIETCS 3a Ipeeia-
mu UCI1/IH, Ha HCTIBITATENBHBIX CTEHIAX;

- BCC H3MCHEHHUS KOHQUIYpaluK TEXHHYECKHX U IporpaMMHbIX cpencts UCIT/Ia npousso-
JATCS CTPOT'O YCTAHOBJICHHBIM IIOPSAAKOM (PETMCTPHPYIOTCS M KOHTPOJHMPYIOTCS) TOJIBKO Ha OCHO-
BaHWHM NPHKA30B U PACIOPHKEHUH PYKOBOJCTBA Y HUBEPCHTETA,;

- ceTeBoe 000opynoBaHue (KOHIEHTPATOPbI, KOMMYTaTODPBI, MApLIPYTH3aTOPHI H T.II.) PacIIo-
JIaraeTCs B MECTaX, HEAOCTYIHBIX JUIsl IIOCTOPOHHHX (CHEHAIBHBIX IOMENICHAAX, IKadax, u T.1L.).

B YHuBepcuTeTe oCyImecTBISIETCS HENPEPEIBHOE YIPABJICHAE U aMUHACTPATHBHAS TIO]I-
JepxKa QyHKIIMOHUPOBAHHS CPEICTB 3ALIUTEL

21



7 Kourpoas 3¢ dexruBnocrn cucremsr 3amutsl HCIIn YunsepcnTera

KonTpoms apdexruBrocTr C3II/[H nOmKeH OCyINEeCTBIsSETCS HAa TEPHOANYECKOH OCHOBE.
Llenpro KoHTpOIIS 3¢ (HEKTHUBHOCTH SBISETCS CBOEBPEMEHHOE BBHISIBIIEHHE HEHAUIEKAIUX PEKHMOB
paborsr  C3IIJl[H  (OTKIIOYEHHE CPENCTB  3AlUThl, HAPYUICHHE PEXUMOB  3ALIUTHL
HECAaHKIMOHMPOBAHHOE H3MEHECHHE peXHMa 3alUTHl H T.I.), a TaK I[POTHO3HUPOBaHHE H
IIPEBEHTUBHOE pearnpoBaHKE Ha HOBBIE YIpo3sl Oe3onacHocTH [1/1H.

KonTpoms MoXxeT mnpoBoguThcs Kak aaMmuHUcTpaTtopamu Oe3omacHoctu  MCII/Ia
(onmepaTHBHBIA KOHTpOJIb B mpormecce uHdpopmamuonaoro B3aumopeiictBus B MCII/IH), Tak u
[IPHUBJIEKAEMBIMH JJISI 3TOW IEJIH KOMIIETEHTHBIMU OPTaHHU3aLUsIMH, UMEIOIUMH JIMICH3MIO HA 3TOT
BHJ AesTenbHOCTH, a Takke PCTIOK Poccun u @Ch Poccuu B npesienax ux KOMIETEHIHH.

KoHTpollb MOXET OCYyIIEeCTBIATHCS AJAMUHUCTPATOPOM O€30IaCHOCTH KaK C IIOMOIINBIO
IITaTHBIX CPEICTB cucTeMBI 3aiuThl [1/[H, Tak ¥ ¢ HOMOMIBIO CHEIUAIBHBIX IPOTPAMMHBIX CPEZICTB
KOHTPOJISL.

Onenka 3¢ dexTuBHOCTH Mep 3amuThl [1J[H TPOBOIUTCS C HCIIOIB30BaHHEM TEXHHYECKHX U
IPOrPaMMHBIX CPEICTB KOHTPOJISI Ha IPEIMET COOTBETCTBHS YCTAHOBJICHHBIM TPEOOBaHMSAM.
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8 Cdepri orBercTBenHOCTH 32 Ge30nacuocTs I/

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTPOJIb HaJx oOecmedeHHeM Oe30IIacHOCTH
MEPCOHANBHBIX JAHHBIX BBITOJHSIET aJIMHHUCTPATOp 6€30IacHOCTH YHHMBEpCHTETa. PyKoBoauTem
OT/IENOB YHHBEPCHTETA MOTYT JEIETAPOBATh YacTh IOJTHOMOYMH 0 00eCcedeHHI0 0e30IaCHOCTH
NEPCOHANBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAHUTENS BKIIOYAET CIEAYIONIME HANIPABICHAS 00eCICYCHUS
6e3onacuaoctu I1/1H:

- [InanupoBanue 1 peanm3anus Mep 1o odecrnederuio o6ezonacuoctr I1J1H;

- Araym3 yrpo3 6e3omacHocta [1/1H;

- Pa3paboTky, BHeApeHHE, KOHTPOJIb UCIIONHEHNUS U IOAJEPXKAHUE B aKTYAIbHOM COCTOSIHAU
TOJIUTHK, PYKOBOJCTB, KOHIEIIIHH, IPOLIEAYP, PETIIAMEHTOB, HHCTPYKIMK U JPYTHX OpraHu3ai-
OHHBIX JIOKYMEHTOB 10 00€CIIeYeHUIO 6E30I1aCHOCTH;

- Konrrpons 3amumennocta UT undpactpykryps! YHuBepcHTeTa oT yrpo3 Mb;

- O6y4enue u uapopmupoBanue mons3osareneit UCII/IH, o nopsake padboTsl ¢ II/In u
CpeACTBaMH 3aIllHTHI;

- IIpeoTBpaleHue, BhIABICHHE, pearHpOBaHUE U pacciie0BaHUe HapyIIeHuH 6e30macHo-
cru I1/1n.

[Ipn B3aMMOAEHCTBHH CO CTOPOHHHUMH OpPraHU3allMsAMH B CIy4asx, Korja COTpyAHHKaM
5TMX OpraHW3alldii MPEIOCTaBJIseTCS JOCTYm K OO0BeKTaM 3aliuThl (pasgen 3), ¢ 3THMH
OpraHM3alUsMd JIOJDKHO ObITh 3akmodeHo «Cornamenne o0 KOHQHICHIMATBLHOCTH», JHOO
«Cornamenue o cobmonenuu pexuma Gesomacuoctd I1JIH npu Bemonnern: pabor B MCIIm».
IToAroToBKa TUIOBLIX BAPHAHTOB 3THX COIJIAIICHU OCYINECTBISIETCS COBMECTHO ¢ IOpuanyeckum
OTIEIIOM.
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9 Moaean HApymuTesi 0€e30IaCHOCTH

Ilon wHapymmuTenem B VYHHBEpCHUTETE IIOHHMAeTCs JIUIO, KOTOpOE B pe3yibTaTe
YMBIIUIEHHBIX WJIM HEYMBIIUIEHHBIX JEHCTBHM MOXET HAHECTH ymepd oOBeKTaM 3amuThl (pa3ien
3).

Hapymwmrenn mnoxpaspenstorcs 1mo mnpusHaky mnpuHaanexxHoctd Kk  HWCII[H. Bcee
HapyIIUTEH JEIATCS Ha JIBE TPYIIIIbL:

e BHEIIHHE HApyIIUTENW — (pu3ndecKkue una, He MMEIONIHE NpaBa NpeOBBaHMS Ha
TEPPUTOPHUH  KOHTPOIMPYEMOH 30HBI, B IpeAenax KOTOpOH pasMmelnaercs
obopynoBanue UCI1/In;

e BHYTpEHHHE HapymuTend — (GH3MYECKUe JIMNA, UMEIOIIHE MpaBo NpeOBBaHUS Ha
TEPPUTOPHH KOHTPOJIHMPYEMOM 30HBL, B Tpefelax KOTOpOH pa3Mermaercs
ob6opynosanue UCII/{H.

Knaccuduxamuss HapymmTeneit mnpencraBieHa B Mogenmn yrpo3  6e30macHOCTH
NepCOHANBHBIX AaHHBIX Kaxaod MCII/Ix.
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10 Mopens yrpos 6ezonacnocrn

Jins UCII/Ta YHuBepcHuTeTa BBIIEISIOTCS CIEAYIONINE OCHOBHBIE KaTeropWu yrpo3 6eso-
MaCHOCTH NIEPCOHANBHBIX JTaHHBIX:
1) Yrpo3s! HECAaHKIIMOHMPOBAHHOTO AOCTYIA K HHYOPMAIUH:

- Yrpo3sl yauuroxenus, xumenus ammapaTHbix cpenctBs UCII{a HocuTenel wH-
¢dbopmarun mytem usmaeckoro gocryna k snementam UCII/g;

- Yrpo3sl XHINCHHS, HECAaHKIMOHHPOBAHHONH MoAM(HUKAnMHA HIH OIIOKMpPOBaHUS
uHpopmaImu 3a cuer HecaHkiuoHuposanHoro gocrymna (HC/I) ¢ npuMeHeHuemM nporpamm-
HO-anmapaTHBIX H IPOrPaMMHBIX CpeACTB (B TOM 4YHCIE MpOrpaMMHO-MaTeMaTH4YeCKHX
BO3JICHCTBHIA);

- Yrpo3sl He MpeaHAMEPEHHBIX NEHCTBUM IMOJIb30BaTENIeil U HapylmeHuid Oe3omac-
soctu pyaxnuonupoBanus VCII/[x u C3II/Ia B ee coctaBe u3-3a c60€B B IPOrpaMMHOM
obecreueHny, a TaKXKe OT yrpo3 HEAHTPOIIOTCHHOro (COOEB anmmaparypbl U3-3a HEHAJIEKHO-
CTH 3JIEMEHTOB, COOEB JIEKTPONHUTAHHUS) U CTUXHUITHOTO (YAapOB MOJIHHMMA, 110)KapoB, HABOJI-
HEHHIl U T.IL.) XapakTepa;

- Yrpo3sl IpeJHaMEPEHHBIX ACHCTBHII BHYTPEHHUX HAPYIIUTENIEH;

- Yrpo3sl HECAaHKITMOHMPOBAHHOTO JOCTYIA 110 KaHAJIaM CBS3H.

Onucanue yrpo3, BEpOSTHOCTh UX peaN3allid, ONMACHOCTh U aKTyaJIbHOCTh IIPEICTABIICHBI
B Mozienu yrpo3 6€30macHOCTH NepCOHANBHBIX JaHHBIX Kaxaoud UCII/IH.
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1 1 Mexauunsm peajm3anuu KOHHG]]III’IH

Peam3anus Kornennuu 10DKHA OCYIIECTBISTECS Ha OCHOBE MEPCHEKTHBHBIX IPOTPAMM H
IUIaHOB, KOTOPHIE COCTABJISIIOTCS. HA OCHOBAaHUH W BO HCIIOJTHEHHE:

- (henepabHBIX 3aKOHOB B 00y1acTH o0ecriedeHrst HH(OPMAIMOHHON 06€30IIacHOCTH U 3ally-
TBHI HH)OpMAIIUH;

- nocranoByieHn# [IpaBurenscrBa Poccuiickoit @enepanuu;

- PYKOBOJSAINUX, OPTraHA3aIlHOHHO-PACTIOPSAUTENBHBIX U METOAUYECKHX JOKYMEHTOB
®OCTIK Poccun;

- motpebnocteit UCIIJ{H B cpencTBax obecneueHns 6€30macHOCTH HHPOpMALUH.
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12 Osxupaemsrii 3¢ dexr ot peammsanun Konnenmun

Peaymzanus Kornenm 6e3onacuocta [T/ B UCIT/{H m03B0AT:

- OIEHHTh cocTosHue 6e3onacHocTd nHpopManun VICII/(H, BEISIBATS HCTOYHAKA BHYTPEH-
HUX ¥ BHEIIHHUX YIPO3 HHPOPMAIMOHHOM 0€30I1aCHOCTH, ONPEe/IeTUTH IPUOPHUTETHEIE HAITPABIECHHS
IPEIOTBPALICHHS, OTPAXECHUS U HEUTPATIM3AIMU 3TUX YTPO3;

- pa3paboTaTh pacnopsAAUTENbHEIE H HOPMAaTHBHO-METOJMYECKHE JOKYMEHTHI IIPUMEHH-
tenpHO K UCITIH;

- IpoBeCTH Ki1accuukanuio u ceprudukaro NCITx;

- MPOBECTH OPraHU3alUOHHO-PEXXUMHBIE H TEXHUIECKHUE MEPOTIPHATHS 0 00ECIIEUEHHIO
6e3onacuoctu [1/1a B UCII/H;

- obecnieunTh HEOOXOIUMEI YPOBEHH 0€30MACHOCTH 00HEKTOB 3aALIUTEL

OcymecTBiieHHE 3THX MEPONPHATHH OOECIEeYHUT CO3JaHHME €IWHOM, IEJOCTHOW H
CKOOPAMHUPOBAHHOM cucTeMbl HHpopManmonnoi 6e3omacHoctr VCIT/IH 1 co3macT yciIoBHs s
€€ JaJbHEHINEro COBEPIIEHCTBOBAHHUSL.
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13 CHnHCOK MCI0JIb30BAHHBIX HCTOYHUKOB

OCHOBHEIMM HOPMATHBHO-TIDABOBBIMH M METOJMYECKHMH JIOKYMEHTAMH, Ha KOTOPHIX
6azupyercs HacTosmas KoHIemus sBiIsaroTcs:

1 ®enepanbubtii 3akoH 0T 27 uronsd 2006 r. Ne 152-®3 «O NIEPCOHAIBHBIX JAHHBIXY;

2 TpeboBanus K 3aIUTe NEPCOHATBHBIX JAHHBIX NMPH MX 00paboTKe B HH(POPMAIHOHHBIX
CHCTeMax IepCOHANBHBIX JaHHBIX (YTB. mocTaHoBieHueM [IpaBurtenscta Poccuiickoii Menepanyn
orT 1 Hos6ps 2012 1. Ne 1119);

3 Meronuka onpezeneHus aKTyaldbHBIX yrpo3 0€30IIaCHOCTH MEPCOHAIBHBIX JAHHBIX MpH
HX 00paboTKe B MH(YOPMAIMOHHBIX CHCTEMaX [EPCOHANBHBIX IAaHHBIX (YTB. 3aMECTHTENEM JHPEK-
topa ®CTOK Poccuu 14 despais 2008 r.);

4 basoBast MoJieb yrpo3 6€30IacHOCTH HEePCOHAIBHBIX JAHHBIX IPH HX 006paboTKe B HH-
(GOpMaNHOHHBIX CHCTEMAaX NEPCOHANBHBIX JaHHBIX (YTB. 3amectuTeneM mupekropa ®CTIK Poc-
cun 15 despans 2008 r.) (JICII).

5 Meroauieckue peKOMEHJAIMH 110 00ECIIEYSHHIO ¢ IOMOMIBIO KPUITOCPEACTB Ge30MacHO-
CTH NEPCOHATBHBIX JaHHBIX IPH X 00paboTke B MHDOPMAIIMOHHON CHCTEME MEPCOHANBHBIX JaH-
HBIX C HCIIOJIb30BaHUEM CpeACTB aBToMaru3anuu (yrB. PykoBoactBoM 8 mentpa ®CB Poccun 21
deBpais 2008 r. Ne149/54-144).

6 YTBepxKIeHHE COCTaBa M CONEP)KAHUS OPraHM3allMOHHBIX U TEXHMYECKHMX Mep II0 obecie-
YCHHUIO OE€30IIaCHOCTH IEPCOHANBHBIX JAHHBIX HPH HX 00paboTke B MH(POPMAMOHHBIX CHCTEMaX
nepcoHaNbHBIX JaHHEIX (YTB. ITpukazom @CTIK Poccun ot 18 dpeBpans 2013 r. N 21);
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